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1 Introduction.

Based on a true story this piece of documentation was intended to help setting up a Foxboro
OPC Server and/or Foxboro OPC I/0 Gate Client in combination with each other or a third

party OPC client or server.

Please note that this is NOT an official Foxboro Document, neither is it meant to be a
replacement of the official manuals that come with any of the products described in here.

This is a “quick ‘n dirty” manual. Based on the author’s personal experience with the products in
this document. The official documentation overrules the information contained here unless

explicitly stated otherwise;-)

| did not attempt to invent anything more than the bare minimum myself which is why parts of
this document are extracted from any other resource available for both the AIM*OPC Server and

the OPC I/0 Gate (The Foxboro OPC Client) product.

Feel free to share this document as much as you do see fit. Remarks, additions etc. are always

welcomed.

1.1 Disclaimer.

Due to the inherently complex nature of computer software and the fact that third party software
is involved, the author does not warrant that the software described in this document or this
documentation is completely error free, will operate without interruption, is compatible with all
equipment and software configurations, or will otherwise meet your needs. Accordingly, this
documentation is provided as-is, and you assume all risks associated with its use. The author
makes no warranties expressed or implied, with respect to this document. In no event will the
author be liable for indirect, incidental or consequential damages, including, without limitation,

loss of income, use, or information.

1.2 Conventions.

The conventions used in this document are listed below.

When you see this:
[Filename]

STATION# some command<cr>

Use this data

Page 8 of 105 Introduction.

It means this:

This typeface indicates a filename of which the
contents are printed starting on the next line.
This line is NOT part of the file contents.

Text printed like this is ASCII text as it appears
in a file or on screen. User data that has to be
entered is printed in bold.

Also used to display a pathname or filename in
normal text. When used to indicate a
command, type the bold printed command
until <CR> which means to hit the ENTER key.
This typeface is used to show a list of data to
be entered in a location indicated in the text.
Also used to describe a procedure.
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When you see this:
<Alt F4>

Start/Run...

It means this:

Text displayed like this means: press the keys
mentioned between brackets simultaneously.
In this case press the “ALT” key on your
keyboard together with the function-key “F4”
Indicates a menu sequence. Here it reads Press
the Start button and on the next menu select
Run...

1.3 Revision history

Revision number: Description:
Version 0.2 e Preliminary
Revision 0.3 * learned more and wrote it down.
Revision 0.4 * Upgraded to OpenOffice for doc maintentance. Lost my work just
once too often with standard software.
¢ Some additions to the manual
Revision 1.0 Initial 1.0 release (sort off)
Revision 1.1 « Adopted Invensys standards for Documents.
Revision 1.2 « Added feedback from readers, tips and hints from Roel Olieman and
Bram Marsman, thanks guys!
e Updates with Windows XP stuff
Revision 1.3 * Added AlM*Historian with OPC I/O Gate collectors.
¢ Added AIM OPC on WindowsXP.
Revision 1.4 e Roel Olieman, Bram Marsman and Niels Peerdeman again provided
much feedback about their OPC Experience. Thanks for that!
¢ Small changes to the Emerson Provox OPC Server setup.
Revision 1.5 ¢ Cleaned up some stuff. Many small edits.
e Updated OPC Server on XP, Updated AIM*AT and OPC I/0 Gate
collectors on 2000/XP. (was a big mess)
e Documented some trouble shooting tools like APITST and APISPY
Revision 1.6 e Updated the Honeywell/Measurex OPC configuration chapter.
Need to enlarge the AIM*Historian and AIM OPC I/0O Gate Client
section.
Revision 1.7 e Added chapter about the FDSI OPC Driver for FBM232 and FBM233.

1.4 Related documents.

Special thanks to Bram Marsman!

As far as the Foxboro products are involved the related documentation is found here:

The OPC I/O Gate:

After installation some info is found aftrer installation on the AW70X under:
D:\opt\diw\iogates\reference guide\index.htm and:
D:\opt\diw\iogates\opc\help\OPC Users Guide.htm

Introduction. Page 9 of 105
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this in addition to the printed manual that comes with it.

The OPC Server:

A manual is provided with the product: B0400DG rev A or higher which is also available in PDF
format. The AIMOPC Server version 3.2 is provided on the AIM*AT 3.2 CDROM accompanied by
the documentation in PDF format.

Other brands:
For the other brand OPC products please refer to the manuals provided.

1.5 Introducing OPC.

OPC is originally short for OLE for Process Control and version 1.0 was released in 1996. During
time the OLE was replaced by ActiveX and the current OPC version is 2.04 for DA and 1.0 for
HDA. Both the Foxboro OPC I/O Gate and the AIM*OPC Server comply to these DA standards.
The Foxboro OPC I/0 Gate does NOT support HDA functionality.

1.6 A Two Box Approach.

This manual deals with (and | use Alex Johnson’s words) a "Two Box” OPC approach only. This
means that the OPC Client and OPC Server both run on different PC’s.

| thought | had good reasons for that too. Although the support department will alway suggest to
take the One Box approach (This is when both OPC Client en OPC Server reside in the same box)
this is not always possible.

The situations | have come across turned out to require that the OPC Server be in one box and
the Client in another. My advise would be: If you can put them both in one machine, please do so.
It will save you the trouble of introducing the Client and Server to each other and as a bonus you
can skip the entire process related to Microsoft DCOM user accounts and the likes. This last bit
can be a real pain. However: This manual deals with the Two Box implementations only. Things
tend to be a little harder to setup, which gives me a reason to maintain this manual and gives me
something to do.

Page 10 of 105 Introduction.
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2 The Foxboro OPC I/0 Gate client (to Foxboro AIMOPC
Server).

This Foxboro solution for the OPC implementation on I/A Series is based on the Foxboro I/A 70
Series Integrator' with an additional I/0 Gate providing the OPC functionality. This I/A 70 Series
integrator AW can, being part of the I/A Series system, provides the OPC functionality to the rest
of the I/A Series Windows/UNIX platform. Once the OPC data is available on the AW70 Server it is
available in the entire I/A Series system.

Currently Invensys is developing a hardware solution for the OPC Client. This solution will be
based on a fieldbus module which runs Windows CE in ROM. This new OPC Client is coming
available in I/A Series Version 8.0.

2.1 Requirements.

The basic requirements as described in the documentation supplied with the OPC 1/0 Gate:

- An I/A AW70 Integrator processor version 6.2, 7.0 or higher (NOT version 8.0). The Integrator
function is currently not available on I/A Series Version 8.0.

« A Foxboro OPC I/0O Gate (Q0301HT).
« An OPC Server to connect to would be nice.

This chapter is written and verified using:

Product: OPC I/0 Gate
Partnumber: QO0301HT
Version: 3.0.1

Date (US): 08/02/2002

For this example we used an AW OPC Client with letterbug AWNTO1 connecting to an AW OPC
Server with letterbug 81AWO04. The HOSTS table reflects this:

1 The Integrator is an AW70 with Control.

Page 12 of 105 The Foxboro OPC I/O Gate client (to Foxboro AIMOPC Server).
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#*****************************************************

# Start of I/A hosts

# created Wed Jan 30 14:28:01 2002

ek d gk ko k Rk ke ok kR k ok ko k ok ko k ok ko k ok kK k ko
#

# The following host entries were created by the I/A

# Software Install sub-system. Any additional entries

# should be placed outside the Start and End delimiters.
#

151.128.8.65 AWNTO1 1loghost localhost

#

#*****************************************************

# End of I/A hosts

gk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ke ko ko
10.31.19.227 AWNTO1

10.31.19.226 81AwW04

10.31.19.225 81AwW01

2.1.1 General hardware and system software.

This product requires a Foxboro I/A 70 Series integrator to function. (this is the AW70X and
AW70CP in SysDef depending on the I/A Series version). Although it is not very well defined in
any of the documentation, the Integrator function is a requirement. I/A Series software version
must be 6.2 or higher.

Internet Explorer 5 or higher is recommended to view the online documentation.

2.1.2 OPC I/0 Gate licensing.

The OPC I/0 Gate requires a license which is not part of the shipment. The license key must be
obtained separately. For a license instructions or form you may have a look at:
D:\opt\diw\iogates\opc\help\OPC License.htm on your AW70 after the I/0 Gate
was installed.

You will need at least the following information:

« The US order number (also placed on the documentation supplied with the software).

+ The End user identification (Customer/site name).

« The AW station name (letterbug).

»  Whether or not the OPC Client station is the CSA Server.

Forward this information according the instructions in the form or e-mail directly to
dmartini@foxboro.com.
You will receive precise instructions about installing the license on your system.

2.2 Installation.

Some installation notes regarding the OPC I/O Gate installation.

2.2.1 Installing the OPC I/0 Gate.

The 1/0 Gate is supplied on a single CD-ROM containing the installation software. After loading
the CD in the CD-ROM drive you will get the screen as shown below:

The Foxboro OPC I/0O Gate client (to Foxboro AIMOPC Server). Page 13 of 105
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InstaliShield Wizard x|

¥¥elcome to the InstallShield Wizard for OPCIOGate
3.01

The InstallShield® Wizard will install OPCIOGate 3.0.1 an your
carmputer. To cortinue, click MNext

< Back C Next> I Cancel |

Figure TOPC I/0 Gate installShield wizard .

To install the gate click Next > .The installation will take a few seconds and will inform the user of
a successful installation:

InstallShield Wizard B

InstallShield Wizard Complete

Setup has finished installing OPCIOGate 3.0.1 on your computer.

Cance| |

Figure 21/0 Gate is installed.

The 1/0 Gate is now installed on your I/A Station and can be started via the Start menu with:
Start/Programs/I0OGates/OPC/OPCIOGate. The Gate requires a license to operate. If you
haven’t done so, obtain a license as this would be a great moment to get it in place. Follow the
instructions that come with the license key that you receive from Foxboro.

2.2.2 DCOM and Server side configuration.

This is the tricky part but let's give it a try anyway....
OPC is based on Microsoft DCOM and ActiveX technology. DCOM layer does not start working all
by itself and thus needs some configuration.

These are basic steps we must go through to have at least a little chance things will start to work:

Page 14 of 105 The Foxboro OPC I/O Gate client (to Foxboro AIMOPC Server).
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Register the OPC Server on the AW70 platform (Section: 2.2.3).

Create the “Fox” user account on the Server.( Section: 2.2.4).

Set the DCOM security levels.( Section: 2.2.5).

Optionally configure alias files if we run into configuration constraints in the 1/0 Gate side
( Section: 2.2.6).

5. Setup automatic startup of the I/0 Gate after system startup ( Section: 2.2.7 ).

W=

Let’s start with the first one:

2.2.3 Registering the OPC Server.

OPC is a client/server based solution. For the Client to be able to connect to a given Server, this
Server must be known to that Client. This process is known as “registering the Server”. (Remarks
like “Is the server registered yet in my client” make you stand out in a crowd. You seem to be very
“on top of things” and people will listen to you better;-)).

There are several levels of doing this and they range from “Piece of Cake” to “Where Is Einstein
When You Need Him?”. The procedures are very dependent on the manufacturer of the
server/client. In this little example we take the Foxboro AIM OPC server. The procedure is
somewhere between “Cake” and “Einstein” so it will be fun. Since the 1/0 Gate is now in place and
we are able to start it, its time for a “Server to be registered”.

2.2.3.1 On the AW70 machine: Registering the Server.

This procedure depends on the instructions provided with the OPC Server you are working with.
In this example we chose the Foxboro AIM*OPC Server which is installed on another host (AW70
or OFF-Platform machine) (It’s no fun when it is on the same machine as the Client as registering
is done automatically in that case).

For the Foxboro AIM*OPC Server to Register on the Client side we need the “registry key” from
this server as it is found in the Server’s Windows registry.

You should perform this procedure on the AIM OPC Server machine.

For the Foxboro OPC Server this “registry key” contains the letters “OPC” (but this is not always
true for other brands though) and the required key can be obtained using the regedit program.
Invoke the regedit program from Start/Run... and type regedit in the dialog:

21|

=== Tyne the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

|

Ok I Cancel | Browse.., |

Figure 3envoking regedit.

The resulting screen shows the Registry Editor. Open the (highlighted) “HKEY_CLASSES_ROOT”
tree:
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Begigty  Edit View Help

EY_C ROOT
-1 HKEY_CURRENT_USER
-0 HKEY_LOCAL_MACHINE
& HKEY_USERS

&3 HKEY_CURRENT_CONFIG

M ame

[Default

| Data

[value not set)

|M_l,l ComputersHKEY_CLASSES_ROOT

Figure 4The desired key is in HKEY_CLASSES_ROOT tree.

And scroll down until you locate the AIM.OPC key (shown expanded here...)

&' Registry Editor

Begisty Edit Yiew Help

-] ADOX.Table.2.1
{00 ADDX User

{00 ADDX zer 21
D AdvancedDataF actory
E-3 aiffile

= AlM.0PC:

[ |

I3 AIM.OPCA

s

4

MHame

(Default)

| Data

VAIM AT OPC Server

[My ComputersHKEY_CLASSES_ROOT4AIM.OFC

Figure 5Located the AIM.OPC key.

From the Menu choose Registry/Export Registry file

Export Registiy File HE
Saven: I =3 3% Floppy (4] j I‘j(l |
Winndl:

File hame: Iaimnpcserver Save I
Save as lype: IHegwtratlon Files j Cancel |

E=part rang

Al

¢ Selected branch

IHKEY_CLASSES_F\DDT\AIM.DPC

Figure 6Export key to floppy.

The name given in the screenshot is just an example. On the floppy you now have a registry key
(aimopcserver. reqg) which must be loaded on the OPC client machine. Close the regedit

application and remove the diskette from the drive.

Note:

Sometimes copying the registry key as described above does not work. In that case it may be an

... and save the selected key:

idea to install the OPC Server software on the machine where the OPC Client is installed.

Sometimes additional DLL and other files are required on that platform. Installing the OPC Server
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will solve those dependencies automatically.

2.2.3.2 Loading the OPC Server reg key on the OPC client host.

Next step is to take the diskette with the registration key that was just created on the OPC Server
platorm and take that to the OPC Client machine and enter the registration key there. This is
done by inserting the diskette in the drive of the AW70 and run a:\aimopcserver.reg in the
run dialog as shown here:

Start/Run...

21|

Type the name of a program, folder, docurment, or
Internet resource, and \Windows will open it for you,

Open: | A\aimopcserver.reg LI

Cancel | Browse.., |

Figure 7 Loading the registry file
After entering the data you will be informed of this:

Registry Editor x|

@ Information in A NAMOPC ~ 1LRES has basn successiully enterad int the registy.

Figure 8 Registry data entered successfully

At this point the OPC Server is Registered on the AW70 OPC Client PC.

Note:

When you are working with an OPC Server from any brand and this does not solve the
communication problems, choose the easy way and install the OPC Server on the client machine.
This will make sure that all the required DLL and executables required to establish a link between
the two are available on the OPC Client machine.

2.2.4 Creating the Foxboro account on the Server.

For DCOM to function properly the Foxboro standard user (Fox) must be available on the Server
side so this account for the user "Fox" must be added on the remote Server using the NT User
manager. (Start/Programs/Administrative Tasks (Common)/User Manager).

Choose User/New User from the menu bar and enter the data as in the example:
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New User

U semame: IFDH Ok

Full M ame: IFoxbolo 148 Series user Cancel

!

Description: |Standard Fox &ccount Help

Pazsword: I ******

LConfirm
Pazswiord: I

™ User Must Change Paszword at Mext Logaon
¥ User Cannot Change Password

2
Groups Prafile Dialin

Figure 9 Setting up the Fox account.

Full name and description can differ from this but the Username “Fox” must be typed as in the
example and the password must be “gnomes” (without the quotes). The password must never
expire.

2.2.5 DCOM Settings.

DCOM is the underlying protocol used by OPC to exchange the process data between the
different systems. Since it requires interaction between these systems things like authentication
and privileges must be configured accordingly. The tool to perform this task is the “DCOM
configurator”. DCOM must be configured on both Client and Server side.

2.2.5.1 On the OPC Server side.

Start the DCOM configurator from Start/Run... and enter dcomcnfg in the dialog:
When selecting OK this is the screen you get:
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Digtributed COM Configuration Properties

Applications | Default Properties | Default Security DefaultF‘rotocolsI

Adobe Acrobat Docurment

Albd AT OPC Server

COM+ Ewent System Tier2

Event Object Change

HTML dpplication

Humminghird Telmet Program «5.1.1.1

Image Document

Intermet Exploreryer 1.0)

logagent

tedia Player —
icrozoft Clip Gallery

ticrozoft Equation 3.0

ticrozoft Excel 97 Application

icrozoft Graph 97 Application

ticrozoft Map

ticrozoft Photo Editar 3.0 Photo

tobS ync LI

Froperties... |

ok I Cancel | Sppi |

Figure 10 DCOM initial screen: Applications tab.

If the default settings for the selected server do not result in a working setup try matching the
DCOM settings as indicated below.

Select the Default Properties TAB and make the modifications as indicated:
» The Enable Distributed COM on this computer box must be checked.
« Default Authentication Level to (none) and

« Default Impersonation Level to Anonymous

Note for Windows 2000 Family (and possibly XP hosts):

Setting the Default Impersonation to Anonymous may cause network and Dialup connections
previously defined are no longer visible.

Windows Explorer uses the Default Impersonation level settings to access these objects.
Anonymous access does not give the correct privileges to display these. See also Microsoft
knowledge base Article 273461.
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Distributed COM Configuration Properties

Applications  Default Properties | Default Security DefaultF‘rotocolsI

¥ Enable Distributed COM o this compute

" Enable COM Internet Services on this computer

r— Default Distributed COM communication properties

The Authentication Level zpecifies security at the packet level.

Drefault Agthentication Lewvel;

I [Mone) j

The Impersonation Level specifies whether applications can
determine who iz calling them, and whether the application can do
operations using the client's identity.

Drefault Impersonation Level:

I.l’-‘n.nnnymous j

[~ Provide additional security for reference tracking

ok I Cancel | Sppi |

Figure 11DCOM: The Default Properties tab.

Select the Default Security tab and make the modifications as indicated:

« For the Default Access Permissions section click the Edit Default button; When the dialog
box pops up click the Add button another dialog will pop up. Add the user “Fox” to the list.

« Perform the above steps (add user "Fox" ) to the Default Launch Permissions section of the
Default Security tab.

These steps should be sufficient to enable the Foxboro OPC Server to accept the Foxboro OPC
Client.

2.2.5.2 On the OPC Client side.

The DCOM settings for the OPC I/O Gate are found in the documentation and come down to
making a few changes to the Default Properties tab.

« Default Properties tab; Select the box: Enable Distributed COM on this computer

« Also in the same tab the Default Authentication Level should be set to None.

» And finally the Default Impersonation Level should be set to Anonymous.

2.2.6 Alias files.

Since the 1/0 Gate acts as an interface between the “real world” and the (much older) “Foxboro
world” we can run into some constraints that happen to be a part of our environment.
You should think of these limitations when configuring the I/0 Control database:
» Port ECB (ECB98 / 99) parameters:
SVRAPP parameter (OPC ProgID string) is limited to 19 chars.
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STADDR (server IP address or machine name string) limited to 19 characters.
» Device ECB (ECB100) parameters:

IOM_ID This name should be the same name as the ECB Name.

DEVADR parameter (OPC Group string) is limited to 19 characters.
« 1I/0 Control Blocks:

Item field string must 30 characters or less and ALL CAPS.
« All parameters in the database are stored/presented as ALL CAPS!

To alleviate this problem the OPC I/0 Gate provides the option to use alias files that will allow
avoiding such problems should they arise. These alias files are always consulted during the
retrieval of any OPC related communication and the files are located in the
D:\opt\diw\iogates\opc\cfg\ directory.

Two files in here are of concern: aliasnames.ini and opciogate.ini

Where opciogate.ini holds configuration info on the OPC version that will be used to
translate any info stored in there between Foxboro I/A and the outside world.
aliasnames.ini holds information related to the specific OPC data such as:

+ The Server aliases,

« The Group aliases and last

» The OPC item aliases.

The files have a typical layout like this:
The opciogate.ini file example where the OPC server from ICONICS is forced as a Version 1.0

compatible OPC Server:
[ICONICS]

VersionCompatibility = 1
[OLD_V1OPC_SERVER]

VersionCompatibility = 1
[LOGINFO]

LOGTYPE=0

Figure 12An example opciogate.ini file

The file will give you the option to force the I/0 Gate to assume a version 1.0 compatible server
when connecting to it. The default behavior is to assume version 2.0 and if that fails fall back to
version 1.0. Sometimes this approach fails and communication breaks. In that case enter the
server in this configuration file.

The aliasnames. ini file:

This file serves as a translator between items in the file on the left which are the Foxboro ICC
compatible types and the items on the right that are the “Real world names”. This is to overcome
the incompatibilities between the two as indicated in the start of this chapter.
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[SERVER]

RSLINX = “RSLinx OPC Remote Server”
HMXOPC = “Hmx.RaeServer 0"

[GROUP]

[ITEM]

RSLITEM1 = “[Libertyl].T1.Bl”
RSLITEM2 = “[Libertyl].T1.B2”

Figure 13An example aliasnames.ini file

The example above allows to use the OPC Server references RSLINX or HMXOPC in your OPC
Client Control Database (in the ECB99 where you define this) instead of the long “real” name.

2.2.7 Start OPC I/O Gate at system startup.

The OPC I/0 Gate can be started from the Start menu found in Windows but it would be better if
it would be started in due time after the AW70 is fully on-line. A Windows “cmd” script is
provided for this purpose. For the procedure to enable automatic startup for the OPC I/0 Gate:

An item must be added to the startup group. Follow these steps to make the modification:

1. Select the Start menu button in the Windows Task Bar. Then select Settings and Taskbar

2. In the Taskbar Properties dialog box, select Start Menu Programs then select the Add
button.

3. In the Create Shortcut dialog box, select the Browse button.

4. In the Browse dialog box, locate the "D: \opt\diw\I0Gates\OPC\Bin\OPCStart.cmd"
file. Select the oPCstart.cmd file so that its name appears in the File name: field then
select the Open button.

5. Select Next in the Create Shortcut dialog box.

6. In the Select Program Folder dialog box, locate and select the Startup folder.

7. Select Next then Finish.

After this the OPC I/O Gate will be started automatically when the AW70 is running.
(This will not work when the NT shell was disabled at boot time).

2.2.8 OPC I/0 Gate Log files.

The communication can be hard to set up. Some help may be found in the log files found in the
system.

One place to look may be the Event Log as maintained by Windows itself. Since OPC uses DCOM,
errors on this level are logged in the Event log. Errors can be for instance related to insufficient
privileges reported by the server.Another place is the log files maintained by the I/0 Gate. These
logs are found in "D: \opt\diw\I0Gates\OPC\1log”. Here you will find the days of the week
and (if logging was enabled) the log info. Please note that these logs grow until the disk is full and
the logs can only be toggled by stopping and starting the 1/0 Gate.
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2.3 Creating a Control Database.

At this point a control database can be made. The steps include creating the ECB blocks for the
OPC Server connection and after that the I1/0 (F-)blocks that will do the talking. Before we
continue it is nice to have the OPC I/0 Gate up and running so it must be started (from the
Windows Start menu) the screen as below will appear (unless you did not have a license yet):

imil OPC 1/0 G ate Version 3.0.1
-~ OPC Gate
Active Itemns I_D
‘wiites / Sec I—D
Reads / Sec I_D
Ireealid Iterns I—D
r~ Selected Server
Achive |tems l_
— Selected Group
Achive ltems l—
Rate [ms]
r Selected ltem
Walue
|
Configure | About |

Figure 14 OPC I/0 Gate up and running

The Server ECB is used to define the OPC Server on the client side. The ECB for this is the
ECB99/98. ECB99 is used for network setup and ECB98 is used for serial communication. This
manual deals with ECB99 only.

A simple database configuration consists of three steps:

1. Configuring a port (ECB 99 /98) and get it “on-line” and White in System Management.

2. Configuring devices (ECB 100) and get it “on-line” and White in System Management.

3. Configuring data items (F-blocks in the ICC database).

A diagram showing the logical relation between the three:
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Comnection Blocks

Hare: RFM-5
5 Type : FIIN
ECBs in ECB Compound
DESCEFP Ivotor 5 mpm
FERIOD 1
Name: PORTL PHASE D
Type: ECB9Y LOOP_IDt Loop 5
IOM_ID PLCOO03
DESCRF  (optional) ¥AL ID 600
LEV_ID PORTL
SYRIEC DDE Name: PLCODS (DDE Item)
1] SVEAPP appli_name* Type: ECB100 Specified in VAL ID
STADDE appli name* -
DESCRP (optional)
(DDE Application) DEY_ID PLCOOS
Specified in SYRAPP PAR_ID PORT1
P | DEVADR PLC-3 ?ﬂm 2;5?5
#from vendor literature iy
DESCEFP molll speed
. PERIOD 1
(DDE Topic) PHASE 0
Specified in DEVADR. LOOF_ID Loop 5
IOM ID PLCOO0S
VAL ID 602
(DDE Item)
Hame: SET-5
Type : FROUT
DESCEP setpoint:rpm
. PERIOD 1
i - PHASE O
Application Topic  Data Type Item LOCOP ID  Loop 5
appli-name PLC-3 Integer In 600 IOM ID PLCDOS
appli-name PLC-5 Real Cut 602 VAL ID 603
i CP MODE 0
: (DDE Item)
appli-name PLC-302 IntegerIn 156
appliname PLC.302 Contast Out 157
CONFIGURATION
DOCUMENT

Figure 15Internal affairs

So the first step to take is create the ECB’s for the job.

2.3.1 The Server ECB (ECB99).

The first ECB that must be created is the ECB99 which defines the OPC Server specifics like the
Server application name, the Server hostname or IP address. It defines the (remote) OPC Server
station to our local OPC Client AW70.

In this ECB the most important parameters are:

SVRIPC: usually this field takes OPC or OPCNR®

« STADDR: This is the Server’s IP address or name as it is in the “hosts” table.

+ SVRAPP: The OPC application name as found in the Registry key or alias’ file.

2 Entering OPCNR requires QF1001908 or Windows XP to be installed on the OPC I/0 Gate
integrator AW.

3 Aliases for are set for the I/0 Gate is set in the appropriate configuration file.
D:\opt\diw\iogates\opc\cfglaliasnames.ini.
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. FOXBORO: Integrated Control Configurator

HELP  SHOW
Integrated Control Configurator Active
AWNTB1_ECB QMBlock Definition: i
_OPC : 81AWB4_0PC
ECB99

81AHB4_0PC
OPCNR

END ECBs#x*# 81AHB4
AIM.OPC
a

Figure 16An example of ECB99 completed

Force a checkpoint and after this we should be able to see the ECB99 showing up in System
Management. If there is network connection to the OPC Server and the network is OK and the
OPC I/0 Gate is running, we must be able to get the ECB99 on-line and white in System
Management.. If you can't get the ECB99 on-line there is a need to check the configuration once
again. You must be able to perform this task otherwise the OPC connection will not be successful
later.

2.3.2 Creating the Group ECB (ECB100).

When the ECB99 functions as desired we can define a “group” to be created on the server. The
server will maintain this “group” with all items contained in it.
The “group ECB” is the ECB100. The most important parameters are:

« Name/DEV_ID A logical name for the ECB

« PAR_ID The Parent ECB (the ECB99 name)

« DEV_ADR The desired “OPC group” name (arbitrary)

Below a picture of a simple ECB100 with this data entered. For this example a group containing all
Analog inputs will be created and the name chosen in this example is K6_Al:
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FOXBORO: Integrated Control Configurator

HELP  SH
Integrated Control Configurator

AWNTB1_ECB WBlock Definition:
81AWB4_0OPC : Ké6_AI
Ké6_AT : ECB108
Ké6_DI

Ké_AD _ID K6_AI
Ké6_DO _ID 81AWB4_OPC
END ECB#xx

Done Cancel

Figure 17An ECB100 example

Following this logic we can create ECB100 for the DI, DO and AO signals too. System Management
will show all these ECB’s in a screen similar to the one below (remember to checkpoint first).

X System Management Display Handler
DOMAIN CLR MSG CBL

BUS DISPLAY - SMONG1 *-AWNTO1 *
B DISABLE

Y

EQUIP CHG [EQUIP INFO CONFIG INFO

Figure 18All required ECB100's are created
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When the OPC I/0O Gate process is up and running, we must be able to get ALL ECB’s configured
until now in the On-Line (White) state. Below you can find an example of an ECB100 which was
assigned to the Digital outputs for our setup.

FOXBORO: Integrated Contral Cenfigurater

HELP  SHOMW
Integrated Control Configurator __Active
AWNTO1_ECB @Block Definition:
81AWB4_0PC : Ké_DO
ECB1088

Ké_DO
81AWB4_0PC

END ECB#*x%x
6_D0

Figure 19ECB 100 for Digital outputs group

Similar blocks can be built for the four types of I/0 we were dealing with. After we have done
this, it is time to start the OPC I/O Gate application | (if it is not already running that is).

The picture below will show you the initial screen of the OPC I/O Gate in action.

imél OPC 17D Gate Version 3.0.1

— OPC Gate
Active ltems I_D
Wiites / Sec I_D
Reads / Sec I_D
Irvealid Items I_D

— Selected Server
Active ltems l_

— Selected Group
Active ltems I
Fiate [ms] I

— Selected Item
Walue l—

|
Configure | &bout |

Figure 2010 gate window initial state, no Servers found yet.

After some time (and this can be up to one minute, so be patient), the OPC Server will show in
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the tree when it was found.

idl OPC 1/0 Gate Version 3.0.1

P

!

L1l

!

Figure 21AIM.OPC Server was contacted successfully

Please note that for this to happen, there must be a path (quite physical actually) from the OPC
Client to the OPC Server machine.
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X System Management Display Handler

DOMAIN CLR MSG ACK CBL

BUS DISPLAY - SMONG1 *-AWNTO1 *
B DISABLE

Ty

AWNTE 1%

: EQUIP CHG |EQUIP INFO CONFIG INFO

Figure 22 All ECB's 99 and 100 added but off-line

When you put the ECB 100 blocks in the ONLINE state, they should also (apart from being white
in the System Monitor) show up in the tree on the OPC I/0 Gate window.

im# OPC 170 Gate Version 3.0.1
—OPC Gate
Active [tems 455
+ witez / Sec I a
- KE_DO
I a
Reads / Sec
Irvvalid [temns I 50
 Selected Server
Active [tems I 45
— Selected Group
Active [tems I
Fiate [ms] I
Selected ltem——————
Walue I
Configure: | About |

Figure 23When ECB's are configured/on-line they show up here

You are now ready to proceed with your Control Database. These F-blocks are explained in detail
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in the on-line manuals after installing the OPC I/0 Gate application. Refer to the beginning of this
chapter on where to find it.
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3 The Foxboro AIM*OPC Server on Windows NT.

The AIM*OPC Server is the application that provides the Foxboro OPC Server implementation.
The name may give the impression that AIM*AT must be present on the system but this is not the
case. Some tools as found on the AIM*AT installation CD are however required to allow setup and
implementation of this OPC Server. The AIM*OPC Server is fully OPC DA 1.0a and 2.0.4 compliant
and fully compliant with the OPC HDA version 1.0 standard.

3.1 Requirements.

The hard- and software requirements for the OPC Server as indicated in the accompanying
documents:

« A Pentium Class processor, Recommended 500MHz or higher.

«  Windows NT 4.0 SP5 or higher, Windows 2000 SP2 for the "off-platform” server.

+ 128Mb of RAM

« 25Mb disk space.

Additional requirement NOT in the manual:
« Internet Explorer 5.0 or higher for “XML” support required by OPC Server.

Reference Documents:

« The I/A Series AIM*AT OPC Server User’s Guide — B0400DG.
« AIM*API User’s Guide — BOT193YN.

« AIM*AT Installation Guide — BO193YM.

3.1.1 AIM*OPC Server licensing.

The OPC Server is a product that requires licensing from Invensys. The license is NOT shipped
with the product but must be acquired later. Licensing involves the system’s “hostid” which can be
generated on the actual system after the I/A or APl admin utility installation. This is the main
reason we want some of the AIM*AT utilities installed on the system where the OPC Server will
reside. This applies for both ON- and OFF platform configurations.

Data required for licensing:
« The Hostid of the station where AIM*OPC is installed.
« The Type of OPC Server desired:
DA for Data Access only
HDA version which supports Historical Data Access in addition to DA.
3.2 Installation instructions.
To obtain the hostid for this station you are setting up it is best to install the AIM*AT utilities from
the AIM*AT cd -rom. For this example | have chosen version 3.1 of this CD.

3.2.1 Installing the AIM*AT Utilities.

In order to allow convenient configuration of the AIM*OPC Server it is best to install the AIM*AT
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Utilities and AIM*Historian from the AIM*AT installation CD-ROM. To install these utilities insert
the CD-ROM in the drive and run the setup program on the CD. It may be best to install the
AIM*AT suite completely not to miss anything. The utilities are the only thing we will be using but
they may require more than the obvious to function.

3.3 Initial APl Admin configuration.

If this is the first time you installed an AIM* product on your system, some initial configuration
work needs to be done. This consists of executing the steps outlined next.

Start the APIAdmin tool from Start/Programs/AIM*AT/API Admin.

You will be prompted for a Server (in a drop down box) and if no server is listed you will have to
configure one. For that click on the button the reads Edit Server Connection.

& Admin Tool [x]
Settings | Authorization | User Names | Packages | Aging | Secuity | Fesd List | wite List| Path dliases |
Messags
Server
-

144 Wersion:

AIM#API Yersion:

Display Package Users Edit Server Connection

Ok I Cancel Apply Help
Figure 24Admin tool dialog

Create a Server alias (Edit Server Connection) if this is the first time logging in (note the values are
just an example): The IP address you type in should of course match the Ethernet port that will be
used to connect to that server. l.e: when you connect over the secondary Ethernet connection you
type in the address of that Ethernet connection.

3.3.1 New AIMREG.DAT file.

This applies only when running the ApiAdmin utility on an AIM installation before version 3.1.2.
To be able to authorize the OPC package a new aimreg.dat file must be copied to the
d:\opt\aim\bin directory. This file contains the available software packages you can enter
licenses for. The OPC server application was not available at the time AIM*AT version 3.1.was
released and that explains why it was not in the aimreg.dat file. To resolve this, an updated
aimreg.dat file is provided. The new version is supplied on the AIM*OPC installation CD. Make
sure this file is write enabled. Since it usually is copied from CD to the harddisk it is wise to check
the properties. After the modifications to the aimreg.dat file we can attempt a connection to
the AIM API in order to license the package in the AW or “off-platform” host.

Start the APIAdmin tool from Start/Programs/AIM*AT/API Admin. You will be prompted for a
Server (in a drop down box) and if no server is listed matching the one you are looking for a
Server Connection must be added to the list.
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Figure 25Admin tool dialog

Assuming a Server must be created we choose Edit Server Connection. Create a Server alias if
this is the first time logging in (note the values are just an example):

& Edit Server Connection

o1 oo o |

_tery | Ddee |

Figure 26Create a Server connection

After completion of this step you must exit the APIAdmin program and re-open it. In the drop
down box (Server) you now should have an entry for the AW that was just configured.
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APlAdmin - Enter Password

Figure 27Login to the api admin tool

Enter the password for the API Server you are connecting to.

Figure 28A successful connection

In the example above an Authorization code was entered for the OPCDAO package. A user
[machine name] must be added and this is shown here:(The PC was named 81AWO04 in this
example).

The Foxboro AIM*OPC Server on Windows NT. Page 35 of 105



FOXBORO Foxboro I/A Series OPC Solutions
— Installation, Configuration, Troubleshooting

& Admin Tool

Settingsl Authorization  User Mames | Packagesl Aging I Securityl Fiead Listl ke Listl Path Aliasesl

Current Server 81404

r— Current U ser

FOx [VElete I

~ Mew User
a1awid

Add

kK | Cancel | Apply | Help |

Figure 29Adding the Machine name as user
Press Add when the name was completed which will bring you this result:

& Admin Tool

Settingsl Authorization  User Names | Packagesl Aging I Securit_l,JI Fead Listl Wwiite Listl Path Aliasesl

Cumrent Server  818W04

—LCu

~ Mew User

Add

oK | Cancel | Apply | Help |

Figure 30Machine 81aw04 is now added as user

A note for OFF Platform OPC Server installations:

« The Machine name of the OPC Server PC MUST be added as a User name on the I/A station
that will accommodate the AIMAPI link into the I/A Series system. Note that only AP's and
AW's are supported AIMAPI hosts within I/A Series systems.
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« If you are using an I/A 50 Series machine to communicate with the OPC Server you must add
the OPC Server’s hostname as an AIMAPI user on the I/A 50 Series station using the apiadmin
utility on that station. You must then get an OPC license for the UNIX machine as this is where
the access to the I/A Series system is provided.

« Make sure that on the OPC Server side the AIMAPI configuration shows the path to the UNIX
machine. This UNIX machine will hold the license information for your OPC Server application.

A typical example with two machines where:

+ AWRDOT1 is a Windows NT PC with OPCHDA installed and

« AWS5SIRD is an AW51B where the OPC Server is communicating with i.e. Where AIMAPI is
configured.

Assigning the software:

To assign the software installed to the specific users select the packages tab, add the packages:

AIM*API and OPCDA (or OPCHDA) as shown and assign them to the newly created user account

(machine name):

& Admin Tool

Settingsl Authorizationl User Mames  Packages |Aging I Securityl Fead ListI wirite Lisll Fath Aliasesl

Current Server 812404

|+

----- @ AlMEAR
----- AIMEXP
----- AIMDLE
----- AIMHIS

----- AMODE

----- CHIPID =

0k I Cancel | Apply | Help |

Figure 31 Assigned packages to this new user (machine name)

When you scroll down you must have a check mark next to the OPCDA or OPCHDA packages.
Do not select them both, | have seen strange behavior when you do that.
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4 The Foxboro AIM*OPC Server 3.2 on Windows XP.

The AIM*OPC Server is the application that provides the Foxboro OPC Server implementation.
You do not need the AIM*AT Historian installed on your system. Some tools as found on the
AIM*AT installation CD are however required to allow setup and implementation of this OPC
Server. The AIM*OPC Server is fully OPC DA 1.0a and 2.0.4 compliant and fully compliant with
the OPC HDA version 1.0 standard.

4.1 Requirements.

The hard- and software requirements for the OPC Server as indicated in the accompanying

documents:

« A Pentium Class processor, Recommended 500MHz or higher.

«  Windows XP SP1 or higher, Windows NT 4.0SP5 or higher, optionally Windows 2000 SP2 for
the “off-platform” server.

« 128Mb of RAM

« 25Mb disk space.

The setup used in this chapter:

« A Pentium Il TGHz based processor.
«  Windows XP SP1.

« AIM*AT Utilities version 3.2.

« AIM*OPC Server version 3.2.

The OPC Server is a product that requires licensing from Invensys. The license is NOT shipped
with the product but must be acquired later.

Licensing involves the system’s “hostid” which can be generated on the actual system after the I/A
or APl admin utility installation. This is the main reason we want some of the AIM*AT utilities
installed on the system where the OPC Server will reside. This applies for both ON- and OFF
platform configurations.

Data required for licensing:
« The Hostid of the station where AIM*OPC is installed.
« The Type of OPC Server desired:
OPCDA for Data Access only
OPCHDA version which supports Historical Data Access in addition to DA.

4.2 Installation instructions.

To obtain the hostid for this station you are setting up you will need to install the AIM*AT utilities
from the AIM*AT cd -rom. For this example we chose version 3.2 of this CD.

4.2.1 Installing the AIM*AT Utilities.

In order to allow convenient configuration of the AIM*OPC Server it is best to install the AIM*AT
Utilities and AIM*Historian from the AIM*AT installation CD-ROM.
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To install these utilities insert the CD-ROM in the drive and run the setup program on de CD. It
may be best to install the AIM*AT suite completely not to miss anything. The utilities are the only
thing we will be using but they require more than the obvious.

4.3 Initial APl Admin configuration.

If this is the first time you installed an AIM* product on your system, some initial configuration
work needs to be done. This consists of executing the steps outlined next.

Start the APIAdmin tool from Start/Programs/AIM*AT/API Admin.

You will be prompted for a Server (in a drop down box) and if no server is listed you will have to
configure one. For that click on the button the reads Edit Server Connection.

& Admin Tool [x]
Settings |Aulhomzal\on| UserNamesl Packagasl Aging | Securityl Read Listl ‘it L\stl PalhAIiasesl
Meszag
Server
|

128 Wersion

AlM=4P| Version:

Display Package Users Edit Server Connection

oK I Cancel Apply Help
Figure 32Admin tool dialog

Create a Server alias (Edit Server Connection) if this is the first time logging in (note the values are
just an example): The IP address you type in should of course match the Ethernet port that will be
used to connect to that server. l.e: when you connect over the secondary Ethernet connection you
type in the address of that Ethernet connection.
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& Edit Server Connection

r—AlM=&P| Server Connection

Aliazes
1w Path Alias

IS‘I A4

IP &ddress

Apply I Delete |

I Enable Connection Tracing

[V Dizable Broadcast Requests

I 5_% Broadcast Timeout [zec)
Accept | Cancel |

Figure 33Create a Server connection

After completion of this step you must exit the APIAdmin program and re-open it. In the drop
down box (Server) you now should have an entry for the AW that was just configured. When
connection for the first time you will be prompted to set the password for this server. The next
time you connect you will get a dialog as shown here:

APlAdmin - Enter Password E3

Please Enter Pazsword
for Server Alias

B14k/04

ok I Cancel

Figure 34Login to the api admin tool

Enter the password for the API Server you are connecting to.

4.4 Package licensing.

The APIAdmin tool is mainly used to enter the licenses for your applications in addition to setting
the proper user accounts and privileges. There is some work for you here as well.
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& Admin Tool

Figure 35A successful connection

In the example above an Authorization code was entered for the OPCDAO package. A user
[machine name] must be added and this is shown here:(The PC was named 81AW04 in this
example)

& Admin Tool

Figure 36Adding the Machine name as user

Press Add when the name was completed which will bring you this result:
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& Admin Tool

Settingsl Authorization  User Mames | Packagesl Aging I Securityl Fiead Listl ke Listl Path Aliasesl

Current Server 81404

~ Mew User

Add

kK | Cancel | Apply | Help |

Figure 37Machine 81aw04 is now added as user

A note for OFF Platform OPC Server installations:

« The Machine name of the OPC Server PC MUST be added as a User name on the I/A station
that will accommodate the AIMAPI link into the I/A Series system. Note that only AP's and
AW's are supported AIMAPI hosts within I/A Series systems.

« If you are using an I/A 50 Series machine to communicate with the OPC Server you must add
the OPC Server’s hostname as an AIMAPI user on the I/A 50 Series station using the apiadmin
utility on that station. You must then get an OPC license for the UNIX machine as this is where
the access to the I/A Series system is provided.

« Make sure that on the OPC Server side the AIMAPI configuration shows the path to the UNIX
machine. This UNIX machine will hold the license information for your OPC Server application.

A typical example with two machines where:

« AWRDO1 is the Windows XP PC with OPCHDA in stalled and

« AWSIRD is an AW51B where the OPCServer is communicating with i.e. Where AIMAPI in
configured.

Assigning the software:

To assign the software installed to the specific users select the packages tab, add the packages:

AIM*API and OPCDA (or OPCHDA) as shown and assign them to the newly created user account

(machine name):
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& Admin Tool

Settingsl Authorizationl Uszer Mames  Packages |Aging I Securityl Fiead Listl frite Listl Fath Aliasesl

Current Server 81404

04
¥ AIMAR
----- AMEXP
----- AIMDLE
----- AIMHIS
----- AIMODE
----- AIMSPL

|»

0k I Cancel | Apply | Help |

Figure 38 Assigned packages to this new user (machine name)

When you scroll down you must have a check mark next to the OPCDA or OPCHDA packages.
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5 AlIM*Historian and the AIM OPC I/0 Gate client.

This sections explains (or at least tries to explain) how to setup the AIM*Historian with remote
collectors and interfacing with OPC Servers from a third party through the OPC I/0 Gate client.
NOTE: This chapter deals with an OFF PLATFORM AlM*Historian setup with Remote

Collectors and the AIM*OPC I/0 Gate.

In this setup we assume an Off-platform AIM* Historian although the setup on this side is no
different from the standard. The AIM*OPC client will be installed on another PC platform where
we will setup both the OPC I/0 Gate and the remote collector (the mandatory installation).

This chapter was written based on a specific customer site installation. The Windows platform was
Windows 2000 Server for both the AIM*Historian and the remote collectors/OPC I/O Gate
software. We start with the AIM Historian platform first

5.1 Setting up the AIM*Historian 3.2.

Here we follow the standard procedure of installing AIM*Historian.

File' Edit V“iew Favorites

Tools

Help

yEBack = = - | Qi search |%Fnlders o4 | 805 X = | EH-

Address |I:| Filhwin

Faolders b _I:I ExamplePrograms =y _userl.cab @ os,dak
e oo TR a |2 mform 8] _userl.hdr FREGSYR32.EXE
-2 New Volume (D:) ] opcsarver =] DATA. TAG (2] servutil.di
E =3 Mew Volurne (E:) _\_] Sarnples 2§ datal.cab %setup.bmp
EI@ 0404131452 (F) T] unsp_ukilities @ datal.hdr = SebUp, ExE
2 it pdate A [0 wendrLink FrdFile. dl HESIEN
EHE Dacuments @ _inst3zex_ InstFSCDmmDn.exe @setup.ins
Pr]f__"] E=zkeamm ﬁ_ISDeI.exe Eipzhnst.exe sekup. lid
*:l [ES55P2 _Setup.dll Iang.dat | soft_install.inf
Elill aracle '-.ré_s-;.-'sl.cal:- @Iayuut.bin Estartp.exe
- E win - [#] _sys1.hdr mvinst.exe [Fts_instal,bat
A T e | o

|Ty|:|e: Application Size; 72,0 KB

[72.0 KB

|E§'_JI [y Computer

&

Figure 39Run setup from the CD...

You will see the standard dialog to accept the license etc.
The package will be installed in the Program Files folder by default. Make other choices if you
need to. In order to install AIM* Historian we need to install at least the Historian (duh) and the

AlM*Utilities.
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Select Components A x|

Select the components bo inztall,
se the THANGE' buttan for selecting subcormpanents.

LCompanents

] 2IM"D atalink 0K il

Alk*Histarian 28M2 K

|| Al nfarm 0k

|| AIMAOPC Server oK

| ] &1M*SPC Client 0k J

— Descrption
Celect AlMYE splorer at this level to get the m
&M *Explorer. ze the 'Change’ buttan to
zelect a Browser for Batch information.

Space Requirad: BELT2 K
Space Ayvailable: 39957176 K.
¢ Back Hest > Cancel

Figure 40Select AIM*Historian and Utilities
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6 Foxboro OPC I/0 Gate (to Emerson PROVOX OPC Server).

For one of our customers we needed to interact with the Emerson OPC Server for the Emerson
Provox CHIPNT platform. In this chapter you can find some of the things we came across to set
this up.

6.1 Introduction.

Making the Emerson CHIPNT OPC Server work together with the Foxboro OPC I/0 Gate Client
is what this section is all about.
This is a little handout based on the following:
« A Foxboro AW70 OPC Client PC with I/A Version 6.2.1 and the OPC I/O Gate version 3.0.1 as
part of a larger UNIX based I/A Series system.
The OPC station is AW7002 in this example is of course a newly introduced NT based station in
that UNIX environment.
« A Emerson CHIPNT OPC Server on a remote location (Off-shore in this particular case).
The Emerson station is CHIPF15 (F15 is the Off-shore platform identification)

The customer provided us the CD-ROM that contained the OPC Server software that would
enable us to install the OPC Server software (or parts of it) on the Foxboro machine. In this
example | have taken the “simple” approach to run “setup” and see where that takes us.

6.2 Prerequisites.

Before you continue with this procedure the OPC client must be setup “as good as possible”
which requires some actions to be taken. Taking a good look at the Foxboro OPC client
documentation is a very good start. Make sure that all the steps as mentioned in the Foxboro OPC
Client documentation are followed prior to following this procedure. In short this includes at least
the following:On the Foxboro OPC client:

 Install the Emerson OPC PAS Server. This is handled in section Added the Registry entry from
the OPC Server as mentioned in the documentation: 6.3 Installing the Emerson OPC Server on
the client machine.

« Loaded the Matrikon OPC Browser that comes with AIM*OPC Server from Foxboro as a
second opinion and try to make connection this way. This is a very handy tool to see if you can
browse a OPC Server without the need of I/A Series software.

» Created a little test DB with:

ECB99:
OPC, CHIPF15 and OPC.PROVOX as the required fields for this ECB.
OPC.PROVOX (in caps) is the exact name as it appears in the REG file entry.

6.2.1 Actions on the Emerson OPC CHIPNT Server:

« Added the user Fox with gnomes as the password (as shown in user documentation for the
OPC I/0 Gate)

« Added the Fox user to the users that would be allowed to access and launch the CHIP NT
Server application. (just follow the documentation o this).
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« Adjust the DCOM settings on the Server according the suggestion in the Foxboro doc and set
default security to anonymous and default Impersonation to none decided to ADD the Fox
account to the list of “allowed” users on the Emerson Server).

It is very important that the OPC client and server are able to “ping” each other for instance.

Without this functionality there is not any chance you will get the connection for OPC up and

running.

NOTE:

I’'m not sure that all the steps are required to get the client to connect to the Emerson OPC Server

but the time was not available to check all options. | fact I'm pretty sure these steps are NOT

required and in the end it will prove that copying one or two DLL files will do the trick bu until
then let us enjoy the show.

6.3 Installing the Emerson OPC Server on the client machine.

We are installing the OPC Server on the Client side. The Emerson OPC Server install program in
time will suggest an either Server or client install.

For this example the entire “PAS” directory from the OPC Server installation CD was copied to a
local disk on the AW7002 so the setup program could be run from the local harddisk on the
Foxboro Client. To install the OPC software you must run the setup program found in the PAS
directory on the Foxboro OPC client.

When running the setup program you will be prompted to have a look at the readme file before
proceeding.

OPC Server B

@ Do you wish to read the readme file for the OPC Servery

] we |

Figure 41Read the readme file now?
Click No to go on if you know what you are doing. When you select No you proceed to the next
screen.
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OPC Server E2

% Wwelcome ta the ingtallation of the OPC Server

It iz strangly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then cloze any programs you
hawve running.  Click Mest to continue with the Setup program,

Wi RMNIMG: This program is protected by copyright law and
international treaties.

|nauthonized reproduction or distribution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the marimum extent poszsible under law.

Cancel |

Figure 42Start the installation...

Start the installation by selecting Next.
Chose the defaults where applicable (see below):
OPC Server Product Destination

Enter the path where you want the OPC Server to reside.

c:hopcPROVO Browse. . |
Cancel |

" Destination Folder

< Back

Figure 43Choose the location for the OPC Server
Choose Next to continue...
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OPC Server E3 |

Fress MEXT » to begin installation of the OPC Server files.

Current Settings:

CHIP MT environment wariables: -
WWARMIMG! CHIF: Undefined

WARMIMG! CHIP_IMNTERFACE_HOSTMAME: Undefined
CHIP HT MUST be installed and running far server b runl

Thiz inztallation will:
1. Copy files to hard drive.
2. Register the DLLz.
“apstemn32hatl dl
Yepstemd2hopoprowy. dil
Yaystem32topchandler. dil

Yepstemd2hopcthandler. dll -
E 3
Cancel |

Figure 44Review your selection and press the Next> button.

Continue with Next to resume the installation:
Next we will choose the option as shown in the dialog and we choose to install the client:

OPC Server Registration E3

Howe do you wizh to register the OPC Server?

' Local [Fun server on thiz maching]

' Client [Fun server on a remote computerf

< Bl I Mewt » I Cancel

Figure 45Select Client with Remote Server for this setup

You will be prompted a sexy looking DOS box where the OPC server to connect to must be
specified. This is the name as found in the "hosts" table and this is the “network” name of the
remote machine. In the example the remote OPC Server was “CHIPF15”.
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& c:\opcPROVOX\bin\ch_opcreg.exe

Enter the name of the Provex Station: CHIPF15

Figure 46Enter the correct server name

After entering the correct name press ENTER to continue. You can connect to other similar
PROVOX OPC Servers after entering the previous dialog and not only to the CHIPF15 as in the
example.

When you need to connect to more than one OPC.PROVOX Server from one OPC I/O Gate client
simultaniously, you need to have duplicate Registry keys (for example copy the OPC.PROVOX key
to OPC.SRV1.PROVOX and OPC.SRV2.PROVOX. Use these names in the ECB99 in the SVRAPP
field, to connect to the servers OPC.SRV1.PROVOX and OPC.SRV2.PROVOX. You should then have
separate “trees” showing up in the OPC I/0 Gate window listing the items for both servers.

Setup Complete

OPC Server Installation is Complete

Pleaze Feboaot pour zpstem to ensure that all
system level dil: have been installed properly.

N [ Fre

Figure 470PC Server installation completed.

This concludes the OPC Server/client setup for this AW and the Foxboro OPC Client requires a
reboot now. After the reboot you should be able (make sure the I/0 Gate is running) to get the
configured ECB99 and ECB100 for this OPC Server on line and white.
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7 Honeywell/Measurex OPC Server (to Foxboro OPC I/0 Gate).

An OPC Server we encountered at a paper plant and a glasswool insulation plant. The OPC
connection was used to establish a real time data collection link between Foxboro I/A Series and
the Honeywell/Measurex system. The OPC Server found on both sites is the HMX Rae Server. A
name that will encounter more than once in this chapter.

7.1 Configuration steps on the HMX RaeServer OPC Server.

This is some info how to allow the HMX Rae Server to interact with the Foxboro OPC I/O Gate

client.

Some important steps as usual:

1. The I/A Series account should be introduced on the OPC Server: Fox/gnomes, not expiring
yada yada.

2. We must go through the DCOM settings for the OPC Server. Some screenshots are provided
that hopefully provide some additional information.

We have found that the HMX RaeServer does not use the default DCOM settings but instead
uses it's own settings. Thus the default settings which are shown here are NOT used by the OPC

Server:
Distributed COM Configuration Properties ed

Zpplications  Defalt PTUDB'“BS|DefauItSecurit_l,J Default Protocolsl

I Enable Distributed COM o this computes

[ Enable COM Intemet Services on this computer

— Diefault Digtributed COM communication properties

The Authentication Level specifies gecuriy at the packet level,

Default Authentication Level:

Connect j

The Imperzonation Level specifies whether applications can
determing who iz calling thern. and whether the application can do
operations using the client's identity.

Default Impersonation Lewel:
| Ideniify ]

[~ Provide additional security far reference tracking

ok I Cancel I Apply |

Once again: The “DEFAULT PROPERTIES” are not used by the HMX RAESERVER.
We make sure the the TCP /IP protocol is in the list. It is OK to have multiple protocols here but
since we are going to use TCP/IP this one is a requirement.
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Distributed COM Configuration Properties 2 x|
A pplications | Default Properties | Default Secuity - Default Protocols |

DCOM Pratocols:

T Connection-oriented 5P
i Connection-oriented NetBEL
i Connection-oriented Nethios aver [P

Add Bemave | Mc-vegpl Mave Dawn Froperties...

- Diescription

The =&t of netwark protocolz available to DCOM on this machine. The
ardering of the protocols reflects the pricrity in which they will be used,
with the top protocal having first priority.

Ok I Cancel | Appl |

Figure 48Available protocols for DCOM

To set the DCOM properties for the OPC Server we must select this application from the list:
Distributed COM Configuration Properties 2=l

Applications |Default Propertiesl Diefailt Securit_l,ll Default Protocolsl

Applications:

CustReqg Class -]
DataDizpPage DataDizplay

DCOMSCM

Defrag FAT engine

Defrag NTFS engine

DiagServices Class

Ewent Object Change

HDEB

HL=D atasS ourcet anager

| HiProfileDisplayD oc. HighResProfile

. BAE OPC COMPOM
Hmzélamntd anager. cl:HmxConnectionkd gr

HmixErowserTrend. CTrendinf

Hm=DbServer zerver

HmstdultipleProfiles. CPropertyBag =
HrmxM avigationCycler. M avigationCycler

Hm=ProfDizplayDoc. Profiles

Hm=ProfwhiteDoc. Profilesw hite

Honeywell, GUI, Clmage Component :I

()4 I Cancel | Lupply |

Figure 49Select the HMX OPC Server to change DCOM settings

When you select “properties” here, you will get a screen as shown next:
For Authentication Level choose “Connect”:
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HM3X RAE DPC COMPONENT - exe Server Pra 5 2| x|

General ILDcationI Securit_l,ll Identit_l,.ll Endpointsl

- General properties of thiz DCOM application
Application name: Hi RAE OPC COMPOMENT - exe Server

Application twpe: local server

Authentication Level:

Local path; D AHmg v raetbintOPCServer.exe

0K I Cancel l Appl |
Figure 50Select Conect as the Authentication Level
The next step it to define where the application is run. In the Location tab select to Run the

application on this computer:
HMX RAE OPC COMPONENT - exe Server Propetties: 2=l

General  Location |Securit_l,.l| Identit_l,ll Endpointsl

The following settings allow DCOM to locate the comect computer for thiz
application. |f you make more than one selection, then DCOM wzes the first
applicable one. Client applizations maw ovemde pour zelections.

[~ Run application o the computer where the data iz located

v iRun application on this computes

I Run application or the following computer:

| Browser, |

(] 4 I Cancel I Apply |

Figure 51Run on this computer

Note: This differs from the default setting for this server!

The next tab is the Security tab where we must select the security settings. Make sure that the
user Fox is added to the list of users that are allowed to Access and Launch the OPC Server

application.
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Registry ¥alue Permissions il

Reqistr Walue: AccessPermizsion

Owiner: Adrinistrator

Mame:

Acoount Unknown Allow

Adminiztrator Allow Access

Administrators Allow Booess

Authenticated Users Allow Acoess

ﬁ Fox [Fosboro Client) Allow Access

ﬁ INTERACTIVE Allow Access

&R 53 TEM Allow tocess
Tupeof Access: IAIIow Access _ﬂ

Cancel | Add... | Eemovel Help |

Figure 52Add the user Fox to the Acces Permission list
After adding the Fox account to the AccessPermission tab, the LaunchPermissions must
have the same account: add the user Fox to the Launching users as shown below:

Registry ¥alue Permissions il

Feqistr Walue:  LaunchPermizzion
Owner: Adrinistrator
Mame:

Account Unknown Allow Launch

Adrniristratar Allow Launch

Adminigtrators Allow Launch

Authenticated Users Allow Launch

ﬁ Fou [Forbaora Client] Allow Launch

£ INTERACTIVE Allow Launch

&R SYSTEM Allow Launch
Tvpe of Sccess: IAIIow Launch j

Cancel | Add. | Bemovel Help |

Figure 53Add Fox to the Launching users

Registry Key Permissions 1[

Fieaistr Key:  HMx BAE OPC COMPOMEMT - exe Server
Owner; Administators

Mame:

Account Unknown Full Cartral

i‘ Adminigtrators Full Contral
Pl CREATOR OWMNER Full Contral
@ Evemone Read
Fox [Foxbora Client] Full Cantral
Pawer Users Special Access
SYSTEM Full Canral =]
Tupe of bocess: IFuII Contral ﬂ

Cancel | Add... | Bemovel Help |

After all these modifications the OPC Server machine must be rebooted.
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7.2 Configuration steps on the OPC Client (AW70)

After successful installation of the OPC I/0 Gate package, it is time to configure the different
layers in the system.

This includes:

1. Networking configuration.

2. DCOM settings.

3. OPC Server registration.

4. OPC Client setup options.

We have created an (in this case optional) alias for the OPC Server name since this name is rather
long. These aliasses are set/found in the aliasnames.c£qg file as found in the directory :
d:\opt\diw\iogates\opc\cfg\.

The first field is the OPC Server name that you set in the ECB99 on the Control database of this
AW?70, and the second field is the contents of the OPC Server registry value as it is found in the
Windows Registry:

[aliasnames.cfqg]
HMXOPC = “Hmx.RaeServer 0” < the letter “O” not the number zero “0”

As a result the ECB99 contains the name HMXOPC as the SRVAPP name.
When you choose not to set an alias for the Server, you MUST use the full name
(HMX.RAESERVER_O) in the ECB99 parameter value for SRVAPP.

7.3 Introducing the HMX RaeServer on the AW70.

These steps provide the necessary info to properly configure the OPC Server on our AW70 where
the OPC Client runs. This makes sure that all DLL's and support files for the OPC connection to
the (remote) server are correctly installed on the client side. On the install media (at least that |
had) there are some files and notes that are specific for this install. A short list of the files that |
received from Honeywell/Measurex (usually these files are provided on diskette with some
instruction how to put everything in place):

opccomn_ps.dll
opcenum.exe
opcproxy.dll
OPCServer.dll

OPCServer.exe (this one may not be on your set)
OpcServer.Reg
register.bat

The Honeywell/Measurex server takes these steps to properly configure the Server on our AW70
platform. (thanks Measurex for the assistance):

In this example we choose to install the required files on the D: drive in the system. The directory

will be D: \hmx\rae\bin.

1. Create a directory D: \hmx\rae\bin on the AW70's D: drive.

2. Have all files listed above available on the AW70 and copy them to the location you have just
created
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3. From this location, run the “register.bat” program which will register some DLL’s and
register the OPC server on the AW70.

4. Via the NT Control Panel add a variable mxroot with the value d: \hmx.

5. In DCOM (with Start/Run.../dcomcnfg) set the default properties to
Default Autentication Level “(None)”
Default Impersonation Level “Anonymous” as shown below:

Distributed COM Configuration Properties

&pplications  Default Properties | Diefault Securit_l,ll Default F'lotocolsl

¥ Enable Distributed COM on this computer

[" Enable COM Internet Services on this computer

— Defaul Distibuted COM communication properties

The duthentication Level specifies security at the packet level,

Default Authentication Level:

I[None] j

The Imperzonation Level specifiez whether applications can
determine who is calling them, and whether the application can do
operations using the client's identity,

Default Impersonation Level:

I.-’-‘monymnus j

[~ Provide additional security for reference tracking

0k I Cancel | i |

6. Create an ECB99 with the correct settings:
SVRIPC OPC or OPCNR
STADDR The OPC Server's IP address or hostname from the Windows “hosts” file.
192.168.2.10 or MYREMOTESERVER for example.
SVRAPP HMXOPC (if this is the alias that was created) or HMX.RAESERVER O of you
choose not to.
7. Checkpoint the database and open System Management.
8. When the Client and Server are connected you should be able to get the ECB99 on-line and
white in System Management.
9. After this create your ECB100 (or more than one).
NAME When you create the ECB use a sensible name.
PAR_ID The parent should the name of the ECB99 you defined before.
VAL_ID Any arbitrary name you can come up with. Note that this is the OPC Group name
that will be created for you in the server space.
10. Checkpoint the database and open System Management.
11.When the Client and Server are connected you should be able to get the ECB99 on-line and
white in System Management.

After successful completion you can start to build your application database.
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8 ABB rtdb OPC Client (to Foxboro AIM*OPC Server).

Connecting the ABB OPC Client to the Foxboro AIMOPC server.

8.1 Introduction.

Setting up an OPC link between the ABB RTDB OPC Client and the Foxboro AIMOPC Server.
The OPC Server tested was version 1.2.0.7
The ABB RTDB OPC Client was version 2.1

8.2 Requirements.

This example assumes that the Foxboro OPC Server was installed and configured correctly with
the default as set forth in chapter 3 _The Foxboro AIM*OPC Server on Windows NT.
Modifications to these default are noted here when applicable.

8.3 To do's on the Server.

Some things you must better always do on the OPC Server.

8.3.1 Create the user account.

The user account by which the ABB Client will connect must be added to the OPC Server. This is a
normal Windows Administrative task and the account must be added with the Windows “user
manager” application. We have found that this user must be a member of the Administrator

group.
8.3.2 DCOM Settings:
Oh yes, the DCOM settings.

We can leave some security in place if we want to...

Open the dcomenfg application and make these modifications:
Default Authentication: None

Default Impersonation Level: Identify

and make sure that the OPC Server uses these defaults!

Under the Default Security tab add the OPC enter the OPC Client user to the Default Access
Permissions and Default Launch Permission dialoges.

You must select Add/Show Users to allow see the users configured.

8.4 To do's on the Client.
The OPC Client requires only the AIMOPC registry key to find the Server correctly.

There are no known other issues on the ABB Client side.

Page 60 of 105 ABB rtdb OPC Client (to Foxboro AIM*OPC Server).



) u Invensys
Foxboro I/A Series OPC Solutions FOXBORD
Installation, Configuration, Troubleshooting —

ABB rtdb OPC Client (to Foxboro AIM*OPC Server). Page 61 of 105



FOXBORO Foxboro I/A Series OPC Solutions
— Installation, Configuration, Troubleshooting

9 The Foxboro FDSI OPC Driver for FBM232 and FBM233.

With I/A version 8.0 Foxboro has developed a new concept of integrating devices into the I/A
series system. This new way of integration is referred to as “FDSI”, short for “Foreign Device
System Integrator”. Instead of using a module on the CP-level as integrator (Gateways and FD-
Integrators), a set of four 200-series FBM's have been introduced (FBM230/231/232/233) that can
be used in four ways of connecting to foreign devices: Serial Single, Serial Redundant, Ethernet
Single and Ethernet Redundant. The FBM's run Windows CE as operating system and can be
loaded with any protocol-driver required. Foxboro has released a set of basic drivers at
introduction of I/A V8.0 (OPC, Modbus and AB-Contrologix), but for any other protocol a driver
could be developed to be used in a FDSI-FBM, and for some projects around the world custom
drivers have already been build.

This chapter will cover the use of the FBM232 and FBM233 in combination with the OPC-Client
driver. It contains a lot of information about the FBM, but not everything. Be sure to also read the
related documents!!

9.1 What you should know.

The reader of this chapter should be generally familiar with the I/A Series system, preferably with
I/A 8.0, although this is not critical. Terms like Compound, Block, (F)CP, ECB, SMDH (System
Management) 200-series FBM and the use of the things these terms stand for should not hold any
major secrets. It is also recommended to read the chapters on OPC in this document.

9.2 Related documents.
1. FoxDoc 8.0 B0O700BH: FDSI Driver — OPC Client's user guide
2. FoxDoc 8.0 BOBOOAH: Field Device System Integrators (FBM230/231/232/233) Users Guide

9.3 General information about the OPC FDSI FBM.

9.3.1 Requirements.

The basic requirements to get the FDSI-OPC FBM working:

« An /A 8.0 (or higher) system with at least 1 [FZ]CP270 and at least
1 FBM232 or
1 or 2 FBM233
« The OPC I/O Driver (FDSI Drivers are not installed on a default I/A installation)
« The FDSI Configurator Software.
» An OPC Server with OPC Items to connect to.
« Network equipment to connect the FBM(s) and server(s), like UTP-cables and Hubs/Switches.

Also recommended is:
« The FDSI OPC Diagnostic Client tool.
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9.3.2 Difference between the Single and Redundant FBM.

The FBM and the drivers have been developed in such a way that using a single or redundant FBM
does not require any more or less configuration effort or different software. The only important
difference is the ECB-block needed for the FBM. In case of the single configuration (FBM232) an
ECB200 is used, and for the redundant (FBM233) configuration an ECB202 must be configured.
This difference will show up in the functions in SMDH (System Management) and off course the
available information on the ECB-blocks.

The two modules in a redundant configuration should be seated on the baseplate directly next to
each other, starting on a uneven position. (1+2, 3+4, 5+6 etc). The 2 FBM's need only 1 ECB block,
and are regarded as 1 logical FBM. Since the letterbug naming convention of 200-series FBM's
dictates that the last 2 characters determines the position of the FBM on the baseplates, this is
slightly different for a redundant FBM since it occupies 2 slots. For a redundant FBM, the first 2
slots on a baseplate are called “A”, the slots 3+4 are called “B” etc. The left FBM is regarded to as
the “Main” FBM, the right one is the “Backup” FBM. Although both FBM's communicate with the
foreign device, only one of these two FBM's transmits the 1/0 to the CP, and this means that each
FBM acts in certain “Role”. The FBM communicating with the CP is called the “Master” FBM and
the other, “standing by” is the “Tracker”. So, depending on its position on the baseplate, an FBM
is the Main or Backup, and depending on the state of the other FBM or the foreign device, both
their roles can be Master or Tracker. (But not the same role at the same time off course).

9.3.3 Difference with other 200-series FBM's

The design and implementation of the FDSI FBM is significantly different from the Hardwired-10
FBM's, different enough to mention it here in order to avoid wrong expectations and more
important, wrong assumptions and conclusions during operation.

The FDSI runs Windows CE as operating system and contains several layers of software to bring
the foreign data into the I/A C:B-environment. Because of the flexibility of the drivers and the
“PC”-like nature of the FBM, it is more complex than Hardwired-lI/O FBM's and needs more
configuration than just an ECB and a “Go Online”. It is better to compare the FDSI-OPC-FBM to
the OPC-1Ogate on a WinXP - PC that is squized into an FBM, but without a graphics card and
monitor to interface to it. This FBM has flash-memory where user-files are stored (downloaded)
and where also the driver resides. Startup of this FBM is also significantly slower than a
Hardwired-1/0 FBM, because it needs to boot like a PDA does, start the OPC Client, connect to a
server and start requesting OPC-ltems. In general, more patience is in order, and more diagnostic
is needed than with a conventional FBM.

9.3.4 Limitations

« The OPC Client Driver does not support OPC 1.0 Servers

« In contrast to the OPC I/0 Gate, a single FBM OPC Client can connect to only 1 server at a
time. The two FBM's in a redundant setup can connect to two different IP-adresses, but the
server-software must be the same as well as all points in that server.

» The FBM can handle a maximum of 2000 OPC items.

« OPC Array data types are not supported
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9.4 Step by Step procedure: Redundant OPC FBM to Matrikon Simulation
Server

This chapter will go through the steps to get a redundant FBM-pair connected to a Matrikon
Simulation Server. As mentioned before, the configuration between a single FBM or a redundant
pair is not very different and configuring a FBM232 by using this guide should be no problem.
Where necessary, the differences will be explained.

It is assumed that an I/A system is running with at least 1 CP270 and that this CP is connected to a
baseplate with a FBM233 pair (or single FBM232). It is also assumed that a PC is available with the
Matrikon Simulation Server installed. (Free download from the Matrikon Website,
www.matrikon.com.) Connecting the FBM('s) to the server using FTP cables and a hub/switch or a
cross-UTP-cable should also pose no problems and is not discussed in this document.

The CP's letterbug in this example is OP6200, the FBM is OP620A. (A single FBM would be called
OP6201)

The FBM('s) should be plugged into their baseplate and both the red and green leds should light
up after a while. (Offline)

9.4.1 The FDSI Configuration tool.

9.4.1.1 Purpose of the FDSI Configuration tool.

Normally, the properties of a FBM that are configurable by the user can be set on the block that
is associated with the FBM, being the ECB-block. With the FDSI-FBM (as well as some other), there
is extra configuration needed that cannot be filled in at block-parameters, and therefore separate
files must be created that are loaded into the FBM.

The FDSI configuration tool is used to create these files. They are XML-files, which are normal
text-files and can be read and created by any text-editor. The XML-format is automatically created
by this tool, and is therefore at least convenient to create the initial file-structure. After that, the
files can easily be modified by any text editor, but off course also with the FDSI-Configurator.
Because of the easy text-format, on large projects, these files can even be automatically created
using database tools like MS Excel or Access. The FDSI tool has another functionality: It checks for
problems in both the Port Configuration and the Device Configuration. If you create the XML-files
other means than the FDSI-configurator, you can open those files with the configurator to check
for mistakes and consistency.
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9.4.1.2 Installing the FDSI Configuration tool.

The tool can be installed on any windows-XP machine, it is not necessary to do this on a (the) AW,
however this is sometimes convenient because this saves you from having to copy the created
files to the AW.

The tool comes on CD and can be installed using the normal windows setup procedure, using
setup.exe. The configurator needs the Microsoft .NET framework and will install this if not
already present. (The installation of .NET can take a while)

The following screens will show up:

The tool can be installed on any windows-XP machine, it is not necessary to do this on a (the) AW,
however this is sometimes convenient because this saves you from having to copy the created
files to the AW.

The tool comes on CD and can be installed using the normal windows setup procedure, using
setup.exe. The configurator needs the Microsoft .NET framework and will install this if not
already present. (The installation of .NET can take a while)

The following screens will show up:

Install5 hield Wizard

Preparing to Install...
FDSI Configurator Setup is preparing the InstallShield

Wizard, which will guide you through the program setup
process. Please wat

Configuring MicrosoftR) .NET Framework.

I

Figure 54Installing .NET
dotnetfx_exe A= EE

Please read the following license agreement. Press the PAGE DOWHN key
ta see the rest of the agreement.

SUPPLEMEMTAL END USER LICENSE AGREEMENT FOR i’
MICROSOFT SOFTWARE

IMPORTAMNT: READ CAREFULLY - These Miciozoft Coporation
["Microsoft”] operating spstem components. including any “onling” or
electionic documentation (05 Components”] are subject to the terms
and conditions of the agreement under which pou have licensed the
applicable Microzoft operating spstem product (05 Product”)
described below [each an “End User License Aareement” or "ELLAY)
and the terms and conditions of this Supplemental ELILS, BY'
INSTALLING. COPYING OR OTHERWISE USING THE 08
COMPOMENTS. 0L AGREE TO BE BOUND BY THE TERMS
aND COMDITIONS OF THE APFLICABLE 05 PRODUCT EULA
AHD THIS SUPFLEMENTAL EULA: |FY0OU DO NOT AGREE TO :J

Do you accept &l of the terms of the preceding License Agreement? If you
choosze Mo, Install will close. To install pou must accept this agreement.

Yes | Nao |

Figure 55Always agree with MS
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InstallShield Wizard

Welcome to the InstallShield Wizard for FD51
Configurator
The InstallS hield® “wizard will install FD'S1 Configurator on
your computer. To continue, click Mext
T Eneen T e
Figure 56Installing the FDSI configurator itself
InstallShield Wizard

Choose Destination Location

Select tolder where Setup will install files

Setup willinstall FD'SI Configurator in the follawing folder

Tainstal ta this folder, click Nest. Ta install to 2 different falder, click Browse and select
another folder.

" Destination Folder

C:AFDSI Configuratart Browse..,

IristafBhield

< Back

Cancel I

Figure 57Select a installation directory. You might want
to change the default!!

InstallShield Wizard

Select Program Folder

Please select a program folder.

Setup will add program icons to the Program Folder listed below. You may type & new folder
name, of select one from the existing folders list. Click Next to continue.

Eragram Folders

Existing Folders:

Internet
Office

Startup
Swstem

Tools

IFistaf Bl

< Back Mext s I Carnoel

Figure 58Start menu folder selection
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InstallShield Wizard E

Setup Status | “

FDSI Configurator Setup is perfarming the requested operatiors

Registering product

IristalEheld

Figure 59Almost done

InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed FD S|
Configurator. Before you can use the program, you must restart
BOLI COMmputer

€ ez, | want to restart my compLiter now:

€ Mo, | will restart my computer later.

Remaove any disks from their drives, and then click Finish ta
complete setup,

< HAsk Finish I [Earite] |

Figure 60Restart your PC (or AW through FoxView)
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9.4.2 Installing the FDSI OPC OPC Client driver.

The FDSI OPC Driver comprises a set of executables and dll's that should, eventually, end up in
the FBM. The OPC driver files normally come packed as a single file called “OPC.ziph” that should
be placed on the AW host of the CP where the FBM is connected to. The directory is
“/usr/fox/sp/files/devices”, and this directory is used for all other configuration files associated
with the FBM.

Depending on how the driver was shipped to you, it should always end up as file with the
extension “.ziph” and should be placed in the mentioned directory.

The official CD-ROM containing the driver installation software should be installed on the host-
AW and will place the driver, some example files and user documentation in the correct
directories for you . After loading the CD in the CD-ROM drive (and possibly clicking setup.exe)
you will get the screen as shown below:

Install5 hield Wizard Ed

FDS1 OPC Driver Install

Click Mext to continue

Cancel

Figure 61FDSI OPC Driver installShield wizard .

To install the driver click Next > twice and eventually a dialog will inform the user of a successful
installation.
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InstallShield Wizard

Start Copying Files
Fieview gettings before copying files.

The following files will be irj_stalled on the syztem. Click Mest to continue

Currart Settings:

The FOSI - OPE Diriver files will be installed in dustfoxhapifilesidevices
The FOS| - OFC Driver User's Guide will be installed in d:\usthelp

i o

[rEteili=d el

< Back

Figure 62Directory information

The OPC Driver is now installed on your I/A AW Station. Later in this document it is explained
how to load the driver in the FBM.

9.4.3 Configuration needed on the server side.

The configuration of the server can be difficult. Often, finding the right DCOM-settings to allow
the client access to the OPC server can take a while. DCOM also tends to cache accepted clients,
so some changes that were needed to get access suddenly make no difference once the
connection is succeeded. In this example, we focus on the FBM, so we chose the easiest way to
get the connection running.

In this example, we used the Matrikon Simulation Server. It was installed on an AW70 (Windows
XP with SP1).

The FDSI OPC Users guide reccommends these DCOM settings on the server:
Default Authentication level : None
Default Impersonation level : Identify

In my setup, | used: (Please refer to the other Server-Setup chapters in this document to find screenshots and
detailed information where these settings should be made (dcomcnfg))

Default Authentication level : None

Default Impersonation level : Anonymous

Further more, | added “EveryOne” to the Com Security Access and Launch permissions, and
selected “The interactive User” in the Identify Tab of the DCOM settings of the Matrikon
Simulation Server.
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9.4.4 The Port Configuration File.

9.4.4.1 What is the port configuration?

The port configuration file defines the basic connection settings, like IP-addresses, OPC Server
name etc. It does not have anything to do with the opc-items, this is solely a matter for the
device-ECB and device-configuration file. The Port-configuration file is associated with the Port-
ECB, the ECB200 (single) or ECB202 (redundant).

9.4.4.2 Creating a Port Configuration file.
Start the FDSI configurator. The first dialog will be:

M FDSI Configurator =1
File Edi Help
| e = s
~Recent
Name Modified
O | New |

Figure 64FDSI Configurator

Click “New”.
ﬂg]New Configuration = E]x]

—Please Select a Configuratar:

 Type

& Part " Device

Generic Serial
Generic Ethemmet
opc

oK I Cancel

Figure 65Config File Type selection

This dialog needs you to select which configuration-file you want to create. In our case, we start
with the so called “Port” file which defines the basic information for the FBM to connect to the
OPC Server. The FDSI-type in to select in our case is “OPC”.
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The next dialog needs you to fill in all connection configurations for your FBM(s).

[Z® FD S1 Configurator == 3
File Edit Help
D@ %] =]~
~ FBM Ethernat Port Propetties
 FBM Tupe
FBM 232 o FBM 233
[MonFredundant] [Redundart)
~ FBM Froperties
I~ DHCP Enablad
-~ Main [~ Backup
IFaddiess: [ionoin IPAddess: [toooin
Subnet Mask:  [255 255 255 0 SubnetMask: [2R5 2552850 |
Defaul Gateway: [lon0l Default Gateway:  [oo07
OPCServerMachine [1000100 | OPC Server Machine  [10,0.0.100
1P Address or Name: I éddress or Hame:
— OPC Server Properties
Class 10 [{F5532CF 2 86FE 11D 0-BS50-00COFDN 04305
OFC ServerMame: [ atrikon. DPC. Simulation

Figure 660PC Port Configuration

FBM Type: You can select here if you want to use a FBM232 or a redundant pair of FBM233's.
In our example we will use the redundant configuration. In case of the 232-option, you cannot fill
in the backup-FBM information and thus becomes only easier.

DHCP Enabled: If you select this option, the ethernet-card driver of the FBM hopes to get an IP-
address from a DHCP server that should be connected to the same network as the FBM, and you
cannot specify the IP information manually here. Although this is a nice feature, in most
applications it is easier and faster to use a fixed IP address, because you have full control over the
FBM and you know which FBM should have which IP address beforehand, which makes
troubleshooting much easier. In our example we will therefore specify fixed addresses.

IP_Adress: Type in an IP address for the Main only when using a 232, or for both Main and
Backup if using a redundant FBM. The IP addresses for a redundant pair should off course not be
the same! Depending on the way the FBM's are used in a redundant setup (one or two OPC
servers, one or more networks, one or more network-cards), the subnet might also differ for the
Main and backup. In our case, we have 1 server with 1 network-card and the 2 addresses will
therefore be 10.0.0.10 and .11 (because the Server will have .100 as address. .10, .11 and .100 are
just “random” numbers, we also could have used 1,2,3 or 81, 33 and 245.)

Subnet Mask: Type in the subnetmask. This off course depends on the complexity of the
network. In this case, we will have a simple OPC network between the 2 clients (Main and Backup
FBM) and the server connected by a hub, and the subnets of the Server will be exactly the same
so we use 255.255.255.0.
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Default Gateway: This field is required by the FDSI Configurator, even if you do not use an
actual gateway. The FBM will not use this gateway unless the IP address of the server is outside
the subnet of the FBM's IP address, however we fill in an IP address that is not used to avoid any
problems later on. (.1 address is not used in my test network)

OPC Server Class ID: The Class Identifier is a complex string that uniquely identifies every COM-
object on a PC. An OPC Server also uses a CLSID and an OPC Client needs to know this CLSID. For
most clients, this is done by registering the server on the client-pc in its registry. We cannot do
this with the OPC FBM, therefore you need to specify the server CLSID here in the port config file.
There are several ways of finding the CLSID of a server, for instance using the Registry Editor or
using the FoxOPC-Diagnostic tool, which is explained later in this document. Pick any method you
like.

Regedit is started trough Start/run and typing “regedit”. It might be difficult to find in the registry.
(See the registry path in the status bar of this screenshot for guidance)

.:;.-" Registry Editor
File Edit “iew Favoites Help

-1 Matrikan. OPC.Autormation ;! Mame | Tupe | Data

M atrikan. OPC.Autamation. 1 L_?i,l_'j[[_)efault] REG_S5Z {FE582CF2-85FE-1100-6850-00C0OF01 04305}
M atrik.on. OPC. Simulation

M atrikon. OPC. Simulation. 1

b atrikon OPCHD A Automation

b atrikon. OPCHD A Autarmation 1
Mcifee Firewall Rules |
mce. CCSProperties

- mee CCSproperty =
H e, P S
< | ;I_I 4 | |
|My ComputersHEEY_LOCAL_MACHINEASOFTWARE ClagsesiM atrikon. OPC.Simulations CLSID o

Figure 67Finding the CLSDID of the server in the Registry Editor

Another easy way is using the OPC Diagnostic tool. There is a separate chapter on this.

=l Fox OPC Diagnostics - [Browse OPC Servers]

) File Wiew Window Help =181

WG s E e
[ OPC Data Access Ver 1.0
=+ OPC Data Access Ver 2.0
=) Matrkon.OPC. Simulation.
i Clients

H 2 Statipmiene =
- Simulation Items e Ll I Biowise Statiors

- Canfigured Aliases

- CLSID Flpadmess | 21 0 [ 1 Discarnect |
{ “S5FE-11 D-BS50-00COF 7] 14305 —

- Station Infarmiation

Description i D I Walue | Dats Type I

Ready [No Connection T T
Figure 68Finding the CLSID of the server using the OPC Diagnostic tool

Now type in the CLSID in the OPC Server Properties section {including the brackets}.

OPC Server Name: The OPC server name may be any name you like, but it's obvious to use the
actual OPC severs' name, in this case “Matrikon.OPC.Simulation”.

You can now save this file by clicking the save-icon (or file-save). If you are on the AW, you can
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directly save this file in the D:/usr/fox/sp/files/devices directory. If you save this file somewhere
else, remember to copy this file to the mentioned directory later! The name of this file is
important because you need it later when you configure the ECB. You could call it anything you
like, but giving it a short name that identifies it with the FBM/ECB it's going to be used for seems
to be a good idea. | have called it “OP620A_port.XML”.

The configurator has now produced a XML text-file with the following contents:

<FBW233 Assenbl y="OPCPortLib.dlI"
Type="COPCPort Li b. OPCPortCtrl ">
<Port >
<Mai n>
<| PAddr ess>10. 0. 0. 10</ | PAddr ess>
<Subnet Mask>255. 255. 255. 0</ Subnet Mask>
<Def aul t Gat eway>10. 0. 0. 1</ Def aul t Gat eway>
<CPCl PAddr ess>10. 0. 0. 100</ OPCl PAddr ess>
</ Mai n>
<Backup>
<| PAddr ess>10. 0. 0. 11</ | PAddr ess>
<Subnet Mask>255. 255. 255. 0</ Subnet Mask>
<Def aul t Gat eway>10. 0. 0. 1</ Def aul t Gat eway>
<CPCl PAddr ess>10. 0. 0. 100</ OPCl PAddr ess>
</ Backup>
<COPCSer ver Name>Mat ri kon. OPC. Si nul at i on</ OPCSer ver Nane>
<OPCd assl| D>{ F8582CF3- 88FB- 11D0- B850- 00COF0104305}
</ OPCCl assl| D>
</ Port >
</ FBM233>

9.4.5 The Device Configuration File(s)

9.4.5.1 What is the Device Configuration?

As with the OPC-IO gate, at least one device (which is a child-ECB of the Port-ECB) must be
created to communicate OPC-items with the server. The question of how many devices must be
created is almost philosophical, but it depends mostly on the presence of actual external devices
that are communicated through the OPC Server. This will enable watchdog monitoring, system-
alarming and communication enabling/disabling per actual Device. If these things are not
required, a single device is recommended, since it will decrease the amount of work for
configuration, operation, fault finding and maintenance to a minimum. In this example we will
therefore use only one device-ECB. (ECB201)

The Device configuration is also complemented with a file created with the FDSI configuration

tool. This file is NOT mandatory but it is recommended.

The device configuration file has the following functions:

« Configuring the Watchdog point for the device. The watchdog Point is used to let system-
managment generate an alarm when the connection with the OPC Server is lost. If the
watchdog point is not specified (either by not filling in, or by not using the file at all), system
management can only detect total failure of the connection (cable removed of server shut-
down). The watchdog point can be any point of any type (boolean,integer,real), as long as it
keeps changing periodically. If such a point is not available in the server, Foxboro recommends
to create a changing value on the I/A side, write this to an OPC-item in the server and read it
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back as a watchdog. This watchdog configuration is the reason that the device configuration
file is always recommended, even if the next items in this list are not needed.

« Configuring OPC Item Aliases. As with the OPC-I0-gate where alias files are also used, the
block-parameters in I/A are limited to 32 characters. If the OPC-items in the server are longer,
you need to configure an alias that is shorter. This file will link the alias to the actual opc-item.

« Configuring the OPC-groups and there update-period.

9.4.5.2 Creating a Device Configuration file.

Start the FDSI configurator. The first dialog will be:

@ FDSI Configuratar =13
Fie Cdi Help
O =] ==
- Fecent
Mame Modified

i | New |

Figure 69FDSI Configurator

Click “New”.
ﬂg Mew Configuration [=100]

i~ Please Select & Conf_igurat'or:

 Type

= Port i Device

Generic Serial
Genernic Ethernet

0K I Cancal

Figure 70Config File Type selection

Select “Device” and “OPC” and click OK.
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The device configuration dialog consists of three Tabs: General, Groups and I/O Points.

EQFDSI Configurator =] B3
File Edit Help
Dl @[ x] =] |

G ra\i Gruups' 140 F'Uinlsl

7~ Device:

Mame: ISimuIation Server

~Heartheat

140 Paint: !Saw-luulhed Waves.Int2

Scan Rate: Izggg mzec (1000 mzec =1 zec]

Figure 71Device Configuration, General Tab

Device Name: This is the name of the device and can be anything you want, you won't see it ever
again. (could be used for versioning the file for instance..). | just used “Simulation Server”.

Heartbeat I/0 Point: This is the OPC-item of the heartbeat point. This must be an continuously
updating point in the server. For the Matrikon Simulation Server, this is easy because there are
many points that change automatically all the time. (Thats why it's a simulation sever, right?). We
use the point “Saw-toothed Waves.Int2”.

Heartbeat Scan Rate: This is the period in milliseconds in which the OPC Driver checks to see
whether the heatbeat has changed. If it has not for three consecutive periods, the Device ECB is
set to Failed, all I70 will be OOS and a system alarm will be raised. The item we use in the server
changes every second, so a scanrate of 2 seconds ensures a change in every period.
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If you do not need Aliases, you can skip the Group- and I/0-points-tab.

B FDSI Configurator

Figure 72Device Configuration, Groups Tab

Group Name: Here you can specify which OPC-groups you want for the points that need aliases
and how to call them. The number of groups depends on the need for more than one scan-rate
for the points, which is configured per OPC-group. If one scan-rate is sufficient, than the
recommendation is again to keep it simple and use only one group for the alias-points.

Scan Rate: The scan rate for the group you typed in, in milliseconds.

Press “Add” button to add the group to the list.
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™ FDSI Configurator [=1 3
File  Edit Help

Ofe| @] x[ o]

Generall Groups 140 Points i

— 10 Point Properties

1~ General 140 Point Gieneration

PNT_ND: [o7avez Court [0 = st i =
—Append to:
OFC [tem: ITnangIeWaves.Ulan
¥ PNT NO W OFC tem
Group 1 =
graup
I _l £ Prefis = Guffiu
I “rite Only
Generate 1/0 Paints
Add | tadify | Remove |
| PNT_ND | OPC Item Group ‘ Write Only
R E {Saw-toothed Waves. Int4 groupl El o]
2z |rampomi ‘Random.Reald “groupt =l (!
WAVEZ Triangle Waves, Lnt2 groupl =] ]

Figure 73Device Configuration, I/O Points Tab

The 1/0 points tab enable you to add OPC items and their aliases that are to be used in the block
configuration. It can also generate many 1/0 points and aliases automatically if they have an
increasing number as prefix or suffix. As this is not often the case, we will leave the 1/0 Point
Generation part of this dialog for you to figure out.

To add I/0 points:

PNT_NO: This is the alias that will be used in the I/A DCl-blocks parameter “PNT_NO”.

OPC Item: This is the actual OPC-item as it is known in the OPC Server.

Group: This is the group you want to have the point in, and must be a selection of the groups you
have created on the “groups” tab.

Press “Add” to add the point to the list.

In this example, we have added three points. Normally we would not use the aliases in this case,
since the opc-items are all shorter than 32 characters, but this is just an example.

Exactly the same as with the Port-Configuration file, you can now save this file by clicking the
save-icon (or file-save). If you are on the AW, you can directly save this file in the
D:/usr/fox/sp/files/devices directory. If you save this file somewhere else, remember to copy this
file to the mentioned directory later! The name of this file is important because you need it later
when you configure the ECB. You could call it anything you like, but giving it a short name that
identifies it with the FBM/ECB it's going to be used for seems to be a good idea, however it can
off course not be the same name as the Port-config file. | used “OP620A_dev.XML”

The file that is now created looks like this:
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<Devi ce Assenbl y="0OPCDevi ceLib.dl "
Type="OPCDevi ceLi b. OPCDevi ceCtrl" Nanme="Si nul ati on Server">
<& oups>
<G oup Name="Heart beat Group" >
<ScanRat €>2000</ ScanRat e>
<Poi nt s>
<Poi nt Name="Saw- t oot hed Waves. I nt2" />
</ Poi nt s>
</ Gr oup>
<G oup Name="groupl">
<ScanRat €>1000</ ScanRat e>
<Poi nt s>
<Poi nt Name="WAVE1l" >
<COPCl t em>Saw-t oot hed Waves. | nt 4</ OPCl t en
</ Poi nt >
<Poi nt Nare=" RANDOML" >
<COPCl t enPRandom Real 4</ OPCl t err»>
</ Poi nt >
<Poi nt Name="WAVE2" >
<COPCl ten>Tri angl e Waves. Ul nt 2</ OPCl t enp
</ Poi nt >
</ Poi nt s>
</ Gr oup>
</ Groups>
</ Devi ce>

9.4.6 Creating a Control Database

The database can now be created. This can be done with any Database configurator, such as ICC,
IACC of Foxcae. In this example | use IACC, but it should be easy enough to extract the
parameter-information and to use that with another configurator if required.

The database needs the following items:
« Port ECB (ECB200/ECB202)

« Device ECB(s) (ECB201)

« DCl-blocks for 1/0.
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9.4.6.1 The Port ECB (ECB200 or ECB202)

In IACC ECB's are automatically created when the FBM's are added to the system configuration.
The FBM was created (OP620A) and an ECB202 by the name of “OP620A” was automatically
created in the OP6200_ ECB compound.

fiace R [= £
Fie Ed View Tools Window Hep
e[| &l o miEE
j Configuration ..'Jﬂ
&3 B30 Alarrn { Fosboro Palettes
& 9% NWFALT_Configuation TRl
=@ 0Ps200 P BLNALM
& ) 0PB204 PREVENT
(i OPB200_ECB 7 MEALM
e [RE208 MG
. a&-f@ PRIMARY_ECB GPPATALM
- OPE200_STA GRREALM
&% 051C70_0PE200 GPSTALM
% Shests

Systen
fli
¥
“ AT, output /~
. Adminishalor 1ACCied | VA

Figure 74Creating an FBM233 in IACC, including ECB

The OP6200_ECB:OP620A block has the following configuration:

ECB202:0P620A Properties

Standard |"'Suppvort-l :-‘Eiﬁmectabla.l Ifé'ata-:‘\af'{meg'.l rt{jlfhamel-s;I
me |orez0a
|ECB Block Types
[orez0a
[1105 SECI0 5 SEC)
[o
233
233
1
| OPE20A_PORT XML
|0 [Disable failsate timer]
[1000
[10
| OP ziph
[1000
a

oK. ."t'anc:el I Apply I E.ff-'owrioad

G

Figure 75ECB202 Configuration.
The important parameters here are:

Dev id: This ID defines the FBM to use, not the blockname. It is also needed in the Device-ECB
later on. It's easiest to have the blockname the same as the device-id, which is also what IACC
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does. In our case both are “OP620A”

HwType: Must be “233” for redundant FBM and “232” for single.

SwType: Must be “233” for redundant FBM and “232” for single.

PortEx: This number defines the existence and configuration of the ports on the FBM. For
Ethernet FBM's this is always “1”.

FilelD: This must match a port-configuration file's name in /usr/fox/sp/files/devices of the host
AW. The port-config file we made was “OP620A_PORT.XML”. (This is not case sensitive, i.e. the
filename does not need to be in capitals on the hard-drive)

SfilelD: This is the Software File ID. This parameter must also match a filename in
“/usr/fox/sp/files/decives”, which where the Driver should be that is going to be used in the FBM.
It must always be a file with extension “.ziph”. In this case, it's “OPC.ziph”.

9.4.6.2 The Device ECB (ECB201)

A child ECB must now be created. In IACC, this is done by right-clicking the ECB202/ECB200
(either under the FBM itself or in the ECB-compound) and selecting 'Add Child ECB'. The name is
completely free, | called it 'DEV001".
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Fie Edit ¥iew Tools Win elp
HE] FEE 2
I N —————————— ¢ :
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&2 Ew1031 IAIarm {Fosboro Palettes =
Eﬁ MwFALT_Configuration QR ALMPRI
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& @ oPE204 REVENT
B oS iom233_OPE20A G MEALM
! - DPE204 GPMSG
-0 DEVODT PRPATALM
ERP A P60 FLE QP REALM
s DEVOOT CSTALM
: PRIMARY_ECE
iy OPB200_5TA
&% 051C70_0PE200
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Byt Nebwork [Pt
i
“ 1|1|’|P|\Dulpul F
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Figure 76Added a child ECB, the Device (ECB201)
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Dvardclr
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7

Figure 78ECB201 Configuration
The important ECB201 parameters are as follows:

Dev_ld: This is the actual name of the ECB and must be used in the DCI blocks later on to refer to
this ECB. Best practice is to keep the name of the block and the Dev_Id the same.

HWType: 233 for redundant FBM or 232 for simplex.

SWType: 233 for redundant FBM or 232 for simplex.

Parent: This refers to the parent ECB, the ECB202. IACC automatically fills this parameter
including compound name, but only the blockname (“OP620A”) of the 202 will do fine also.
DvName: This is the name of the device, and can be anything you want. The OPC Driver uses this
string to create a OPC-groupname if you did not create a group in the Device Config file, or if you
are not using one. Again, to keep things simple, you could keep it the same as the blockname and
dev_id.

Portno:Default value is 1 and this should stay that way for FBM's with one port.

DvOpts: This parameter must be empty when you use a device config file, like we do here. If you
do not use such a file, you need to fill in ?NOXML” here. (without the quotes)

Fileld: If DvOpts is empty, you need to specify the filename of the device configuration file in
“/usr/fox/sp/files/devices” here. In our case it's OP620A DEV.XML.

Sfileld: Not used for ECB201!!
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9.4.6.3 The DCI I/0O blocks

The FDSI FBM uses the DCI blocks to get the value into I/A's Compound-Block world. This means
you cannot directly use AIN or CIN blocks, you must use RIN, BIN, IIN, IOUT, ROUT etc. blocks.
The functionality of the DCI blocks is roughly the same as FIIN, FRIN etc block of the OPC 10-gate.

For the OPC FBM, if you use an Device Configuration File, the OPC Driver will think all PNT_NO
items that are configured in the DCI blocks are alias and tries to find these in the Device
configuration file. You can prevent the driver from doing this by prefixing the OPC-item that has
no alias and can be directly requested from the server with a “#” (aka hash- or Pound-sign).

In this example, we have three points in the alias-file (as the device-configuration-file is
sometimes referred to). We will build these three blocks and a additional block to use the #-

option to see a value without alias.
1t JACC -
Fils s Edil Wien Toslh e :

a Canfiguration
w8 Ew1031
W% NWFALT_Configuration
=42 [0Ps200
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Sy OPCEXEMPLE
Lo

- HR RINT
%% 051C70_0PE200

- Sheels
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-

G Network [Pt
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|

Feady Admirishator [1A0Ced | A

Figure 79DCl-block compound

In IACC a compound “OPCEXAMPLE” was created and four DCI-blocks were build, three IIN-
blocks and one RIN-block. Their configurations are as follows, where the IOMID and the PNT_NO
parameters are the only changes from the default values. Note that these correspond with the
Device-Configuration file's aliases.
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9.4.7 Loading the driver in the FBM.

As soon as the ECB202 exists, you can load the Driver in the FBM. The other blocks are not
necessarily needed for this. Also, this is a task that is only needed with a new FBM or when you
want to update or change the driver in this particular FBM.

Make sure you have the driver available in the /usr/fox/sp/files/devices directory as “OPC.ziph”
(or any other .ziph file you have defined in the ECB200/202)

Start System Management, and navigate to the FBM.
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Figure 81Find the FBM in system management.

Select the FBM and click 'EQUIP CHG'.

Before the Driver can be downloaded, the FBM must be online. Click “Go Online”. If an FBM233
is used, click “MAIN” to set only the main FBM online. The FBM should go online, and the red
light on the FBM should go off.

To download the driver, click “EEPROM/SOFT DOWNLOAD”, and then click “SOFT_DOWNLOAD”.
X System Management Display Handler - D T |

5 18 22 Primary currently loading

Al R K

EQUIPMENT CHANGE - -0P6200 *—0P620A *

GO ON-LINE
GO OFF-LINE

RESET FBM
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EEPROM/SOFT DOWNLOAD ALARMING ACTIONS
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Figure 82Start Driver Download

The OPC Driver will now be downloaded. When this is finished, the FBM will automatically reboot.
This will also automatically happen for the Backup FBM if a redundant FBM233 is used. . After the

Page 84 of 105 The Foxboro FDSI OPC Driver for FBM232 and FBM233.



Foxboro I/A Series OPC Solutions FOXBORD
Installation, Configuration, Troubleshooting —

download is finished and the FBM is rebooted, it will come back up On-Line.

To check the driver download, look at the second page of “Equip Info”of the FBM. This will show
the “Driver Type” and the “Driver Version”. The driver type represents the build-name of the
driver (not necessarily the same as the driver filename) and the driver version is a combined
checksum of the driver-files. This checksum can be checked with the version-text file that came
with the driver installation. (stored in /usr/fox/sp/files/devices)

X System Management Display Handler

=0

MAIN MANUF DATE : 18085180 BKUP MANUF DATE : 1885180

MAIN SOFTWARE REV : 233 1.83 BKUP SOFTWARE REV : 233 1.083

API VERSION : 188

DRIVER TYPE : OPC_1.07.ziph

DRIVER VERSION : DE89276A

FILE ID : OP62BA_PORT. XML

MAIN PORT 1 : Enabled/Fail BKUP PORT 1 : Enabled/Fail
MAIN PORT 2 : Not Applicable BKUP PORT 2 : Not Applicable
MAIN PORT 3 : Not Applicable BKUP PORT 3 : Not Applicable
MAIN PORT 4 : Not Applicable BKUP PORT 4 : Not Applicable
FBM STATUS :

FDSI FBM

DCI Ready

System Alarm

: EQUIP CHG w N 2

Figure 83Driver Version information (FBM was already running in this screenshot)

NOTE: Whenever the driver is re-downloaded in a working FBM both Port and Device
configuration files are deleted from the FBM's memory and must be re-downloaded.

9.4.8 Downloading the Port configuration file.

The port configuration file can now be downloaded. This is always necessary whenever the
ECB200/202 shows “DCI Not Ready” in system management. This can be seen on page 2 of the
Equipment Info in the FBM Status-field. This will show “DCl Ready” or “DCI Not Ready”, and this
will corresponds with a Yellow/White and Blue (OOS) FBM in system management. At this stage in
our example, the FBM is blue and the Equipment Info page show “DCI Not ready”, telling us to
download the Port Config File.
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EQUIPMENT CHANGE - —0P6200 *-0P620A *

ENABLE PORT 1
GO OFF-LINE

RESET FBM

DB DOWNLOAD

EEPROM/SOFT DOWNLOAD ALARMING ACTIONS SWITCH ROLES

: EQUIP INFO

Figure 84Download the Port Config File when the ECB/FBM is "DCI Not Ready"
(Blue)

Click “DB Download” on the FBM (ECB200/202) Equipment Change page in system management.
During this download, the equipment Info page will show “DB Download Active” in the FBM
Status field, however this download will be so quick the download is normally finished when you
reach the the Equipment Info page...

If the Download is successful and there are no errors in the Port Config file, the FBM should go
Yellow in system management and the FBM status should go to “DCI Ready”. This is very
Important, DO NOT CONTINUE if this status is not reached. Also, the port should be enabled.
Often this goes automatically but check to see whether the you can enable the port “ENABLE
PORT 1” on the Equipment CHG page.

9.4.9 Downloading the Device Configuration File.

Next step will be getting the Device file in the FBM. In system management, Click on the FBM and
select “Next Level” to look at the devices connected to the ECB200/202.
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Primary currently loading

= DOMAIN = CLR MSG = ACK CBL =

[ ] I/0 DISPLAY - -0P6288 *-0P620A * [ ]
DEV@O1
DEV 233

: EQUIP CHG EQUIP INFO

Figure 85“Next level” of the FBM shows the device(s)

Now click “Equipment Chg”.

R C
EQUIPMENT CHANGE - -0P6208 *-0P620A %-DEVBOI1

ENABLE COMMUNICATIONS

INHIBIT DEVICE ALARMING

DB DOWNLOAD

: EQUIP INFO

Figure 86Click DB Download to download the Device Config File.

To download the device-configuration file, click “DB Download”. (This will be only pickable if the
ECB200/202 is DCI ready and the communication of the device (ECB201) is not enabled)

The ECB201 also has a “DCI (not) Ready” state that will also go to “Ready” when the Device

Configuration file is downloaded successfully. Also the “DB Download Active” status can be seen
on the Equipment info page of the Device ECB201.
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> System Management Display Handler

30-03-85 18 22

Primary currently loading

MODEL : 8
DEVICE NAME : DEvVeot
DEVICE ADDRESS : DEvVeei
DEVICE OPTIONS :

MASTER ADDRESS : 8
IDENTIFICATION NO : 0x8888

DEVICE STATUS
FDSI Device
DCI Ready

Device Disabled

System Alarm

: EQUIP CHG w PN 2

Figure 87Device ECB201 is DCI Ready!

9.4.10 Starting communication

If the Device Config file is downloaded, the communication can be started by enabling the
communication.

X System Management

lay Handler

30-83-B5 18:19:22
E

R B

EQUIPMENT CHANGE - -0P6200 »-0P620A *-DEVOO1

ENABLE COMMUNICATIONS

INHIBIT DEVICE ALARMING

DB DOWNLOAD

: EQUIP INFO

Figure 88Enable Communications

The FBM should now start communicating with the server. If this is successful, the device-state will
go from blue to yellow/white, Enabled and Not Failed.
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X System Management Display Handler

31-03-85 18:56:52 MAIN DOWNLOAD SUCCESS OP628A

NAME : DEVeol TYPE : DEV 233
COMMUNICATIONS : Enabled DEVICE STATE : Not Failed
FAIL ACK STATE : Not Acknowledged ALARMING STATE : Enabled
DB DOWNLOAD STATE : Not Downloading WARNING CONDITION : Yes
FAIL DEV ATT : No FAIL DEV ACK : Acknowledged
COMPOUND NAME : OP&200_ECB BLOCK NAME : DEV@O1
EE UPDATE STATE : Not Updating MANUF DATE : 0POBo0
HARDWARE TYPE : 233 SOFTHARE TYPE : 233
FBM DIAG STATUS 2 : @
PRIMARY STATUS : 8 FBM DIAG STATUS 3 : @
FBM CMD STATUS : 8 FBM DIAG STATUS 4 : @
FBM IOM STATUS 4 BUS ID : 8
FILE REVISION : 108 PORT NUMBER 1
DEVICE PROTOCOL : OPC
PROTOCOL VERSION : OPC 1.87.5038b
FILE ID : OP620A_DEY. XML
MANUFACTURER : N/A

: EQUIP CHG v 1

Figure 89Device ECB201 to yellow state

The DCl-block should now not be OOS anymore and show values!

PT¥ FoxView EW1031:DM000Z - TIN ' = 1||
Ele Yiew Config Disp OGW1 Disp OGW2 Disp OGW3 Shutdown Disp SPCU Disp HPU Sfhnt

|| j“mpm

IIN 518490

LIN 518490

PREY
CONFIG DISP

0000000000 | SIMPLE CSDL

TYPE :IIN SIMOPT:OFF PNT_NO: WAVEL
PERIOD: 0.5 Sec  PHASE : 0 DEY_ID: DEVOOL
[Tow_T0d pEWOO01
INTTMA: 1
Al TN 518490
LIN  : 518430
CEa A anlil)
2 Aa|mmv| )
ovi A/M

'stddisp OPCEXAMPLE TINL TIN [Softw_Eng [ lhistoz— [overlays:o

Figure 90Values are coming from the Server

9.4.11 Backup FBM in redundant configuration.

To get a redundant FBM working, the best way is to get the MAIN completely up and running
first, and then turn your attention to the BACKUP.
So if a redundant FBM is used, now would be a good time to set the backup FBM online. This FBM
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will now be automatically updated with all configuration information from the master FBM. This
will be visible in the ECB202 on the third Equipment Info page as “Trker Edu In Proc” which means

“Tracker Education in Progress”. This can take a couple of minutes.
TS|

EQUIPMENT INFORMATION — —0P&280 *—0P&620A *
MAIN STATUS : Master BACKUP STATUS : Tracker
: Power2 Fault : Power2 Fault

: Trker Edu In Proc

: EQUIP CHG PN 3

Figure 91Master FBM is updating (educating) the Tracker FBM

When the education is finished, the backup FBM should start communicating with the server
without other user intervention.
The FBM and device (ECB's 202/200 and 201) should now be white in system management.

g e |

Handler

[ | PIO BUS DISPLAY - -0P6208 [ ]

AZB BUS AUTO

0P&200
FBM @

0P&200
F278 FT|

oP&28A

FBM 233
|| ||

: EQUIP CHG (EQUIP INFO NEXT LEVEL ONLINE DIAG

Figure 92FBM Healthy
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9.4.12 Master/Tracker Role switching in redundant configuration.

Now the FBM is redundant, you should be able to test the fault-tolerance of the FBM by, for
instance, disconnecting the cable from the Master FBM. Which FBM has what role can be seen on
the FBM's themselves (Master/Tracker lights), in system management and on the ECB202/201
parameters (Detailed display). When the connection on the master FBM is lost, the driver will
request a Role Switch and the Tracker FBM becomes master.

The roles can also be switched manually, by clicking “Role Switch” on the Equipment CHG page of
the ECB202 in system management.

9.5 OPC Diagnostic Client.

The FDSI FBM with OPC driver has a lot of diagnostic possibilities on the ECB's, however none of
these inform you about the OPC Items and in depth information on the OPC connection. The OPC
Diagnostic client can help.

The Client can be installed on any PC that is connected to the same network as the FBM. The
server will therefore qualify always!

The installation of the client will speak for itself, this is not explained in this document.

9.5.1 Connecting the client to the FBM.

When the client is started, the following screen appears when “File -> Connect” or the left-most
icon in the toolbar is clicked:

=] Fox OPC Diagnostics
Eile View Window Help

Wi T EEH e®

Connect to FoxOPCIO

Mod;
( £ Loca = B ‘ ¥ EDsi Fou

Station Information

 StationName [0
Cancel
P Address 0.0 .0 .10 =

Ready Mo Connection to OPC Client NUM )

Figure 930PC Diagnostic Client with Connect Dialog

To connect to the FBM, select “Remote” for the mode, check the “FDSI FBM” checkbox, specify
the FBM's IP address (or station name if present in host-table), and click “Connect”.
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9.5.2 Diagnostic view

The diagnostic view that will appear now looks like this for our example configuration:

I Fox OPC Diagnostics - [I/A Diagnostics] ]
T Ele view Window Help -8 X

Mk I3H e
Matrikon, OPC, Simulation Tag Name Value [ Time Stamp [Quelity [ status
O DEVOD DefaultGroup Triangle Waves.UInt2 156 03/31/2005 13:15:34  Good Active
3 DEVOD HeartbeatGroup Saw-toothed Waves.Int4 765390 03/31/2005 13:15:35  Good Active
@ groupl Random.Real4 7264908203  03/31/2005 13:15:34 Good Active
-
FOXOPCIO Information Selected Server Selected Group
Station Name/IP 10.00.10
Station Mame/I1P 10.0.0.100
No. OPC Servers 1
. = Active ltems ]
. Narne Matrikon OPC Simulation
Active ltems 4
Wites/Sec i} OPC Compatible 20 Update Rate{ms) 1000
REEeE o Active tems 4
Irvealid Items 1}
o4
Ready Connected Remotely to 10.0. NUM

Figure 94Diagnostic View

In the left pane, the connected server is shown, as well as the OPC-groups that are connected to
the server. By selecting a radio-button of a group, the right pane will show all points connected,
including the OPC-tag, current value (live), time stamp , quality and Status. The status is
important, because it will tell you if there are any syntax errors in the OPC-ltems.

The lower part of the diagnostic view will show general information, such as number of points
active, and number of invalid items . (per group)

9.5.3 Log Files

The Diagnostic client will also generate log files with detailed information on the FBM and the
OPC Driver in it, but only while it's connected to the FBM. These files are located in the “log”
subdirectory of the OPC Diagnostic installation directory. The logfiles can be viewed using the
“View Log” functon in the “View” menu and the log functionality can be turned on/off in using
the “Log Configuration” option in the “File” menu.

9.5.4 OPC Browser functionality

The OPC Diagnostic client also has the possibility to connect to a Server and show information
like the CLSID, connected clients and the available points. To start the OPC-browser, use the
“View” menu or the button on the toolbar.

Type in a station name or IP-address, and connect to the server. In the left pane, rightclick the
'OPC Data Access version 2” and click “Populate”.

The Browser will now connect the the server and add the found OPC Servers on the machine.
Now, you can right-click the found OPC-Servers which will show the detailed information of this
server.
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This view can be showed at the same time as the connection-view of the FBM diagnostic. See
screen shot below.

ox OPC Diagnostics
File View Window Help

ik O e

1/A Diagnostics
Matrikon., OPC. Simulation Tag Name Time Stamp.

©Q DEVOD iDefaultGroup Triangle Waves,UInt2 196 03/31/2005... Good Active
O DEVOD iHeartheatGroup Saw-toothed Waves. Int4 s01135 03/31/2005... Good Active
® groupl Random.Real4 2145.149902  03/31/2005... Good Active
-~
~ FOXOPCID | i Selected Selected Group

Station Name/IP 100010
e ame Station Narme/|P 10.000100

Mo, DFE Servers 0
Botve T
Name Miatikon OPC Simulation cvetems :
Active lems i

Wites/Sec 0 OPCCompatie | 20 Update Ratelms] 1000 g

Brovse OPC Servers

- OPC Data Access Ver 1.0
=] OPC Data Access Ver 2.0 ~ Station|
ATM.OPC. 1

(=] Matrikon.OPC. Simulation. 1
s S € Station Hame Bromse Stations
{F8582CF 2-88FB-11D0-8850-00C0F0 10431
Clients & PAddess | 127 [ [ 1 Disconnect |

Simulation Ttems
Bucket Brigade.
Random.

Read Error.

=) Saw-toothed Waves. Description D [ value Data Type
Saw-toothed Waves.ArrayOfString
Saw-toothed Waves.Boolean
Saw-toothed Waves.INT2

Saw-toothed Waves.Int1

Saw-toothed Waves.Int2

Saw-toothed Waves.Int4

Saw-toothed Waves.Money

Saw-toothed Waves.Qualities
Saw-toothed Waves.Reald

Saw-toothed Waves.Reald

Saw-toothed Waves.String

Saw-toothed Waves.UInt1

Saw-toothed Waves.UInt2

Saw-toothed Waves.UInt4

Square Waves.

Triangle Waves.

Wirite Error, ~

>

Ready |Connected Remotely t0 10.0.]  [NuM |

Figure 950PC Diagnostic of FBM and Server simultaneously
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10 Troubleshooting / FAQ.

OPC without troubleshooting, that would be something! Until we get there we go here...

10.1 General tips for troubleshooting OPC.

Use the Matrikon OPC Explorer as a reference OPC client see if you can reproduce the
problem.

Show Objectmanager settings with /opt/aim/bin/show params.

Check for API processes (/opt/aim/bin/P).

Output should look similar to this:

More advanced, use /opt/fox/bin/tools/som for om-lists on the host AW (or /
opt/fox/bin/tools/rsom for om list in remote stations like CP's).

Try “/opt/aim/bin/apispy” with the menu functions "913" and "1" to see all connected
api tags

Try “/opt/aim/bin/apispy then via function "916" then the index nr. (you got that from
the previous step via the 913 option) to all api info for one tag including delta settings.
Review explanation of the bad bits (UNIX only): /
opt/fox/hstorian/bin/histutil50.doc (in middle of document).

=> bad bit is the 8th bit (first bit is nr 0: (the 9th bit from the right is the bad bit):

if error value is 0023 = 0000 0000 0010 0011 bad bit is not active.

if error value is 0123 = 0000 0001 0010 0011 bad bit is active.

When facing a system that is unresponsive after working fine for a long period (points going to
BAD, data frozen in the OPC clients etc.) there are some steps you can take:

1.

Try to stop the OPC Client (OPC I/O Gate etc.) and wait some time before bringing the client
back on line. If a first attempt fails, retry and allow approx. 10 minutes before going on line
again. 10 minutes is a general total DCOM timeout after which all DCOM processes are killed.
If that fails, Kill client and also stop the OPC Server. Let the system rest for a little while and
then restart the OPC client application. The client should then automatically start the OPC
Server.

For OFF platform OPC Server configurations it may be an idea to reboot that OPC Server
machine.

Beware of this step. But when possible it may be worth to stop/start the AIMAPI interface
program on the host. Take good notice of other applications that may be using this interface
(AIMHist, AIMDatalink etc.).

If that fails, a more drastic measure may be in order: reboot both OPC Server and Client
machines. Boot the Server first while client remains off-line. When Server machine is up and
running, then (and not earlier) start the OPC Client.

Try to make sure that ALL OPC items you are addressing are indeed existing on either
platform. OPC does not deal with non-existent items very well.

If that fails: Panic or read on.
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10.2 Local Clients connect but remote clients can't.

Problem: Local Client can connect to the OPC server, but remote clients cannot.

Apart from the obvious problems that are account and DCOM related and which are covered in
the previous chapters there can be something else.

Solutions: in Windows XP the enabled simple file sharing must be unchecked. This option is found
under Start/Programs/Accessories/Windows Explorer and then choose:
Tools/Folder/Options/View, you will find the Simple File sharing option at the bottom of the
list.

10.2.1 Unable to add groups.

Problem: When starting OPC 1/0 gate to a remote Windows XP AW70 from a local Windows XP
AW?70, the OPC I/0 gate only shows the OPC server, but no groups (ECB100's) are shown.

A remote connection using the Matrikon OPC client also connects to the server, but attempting
to add a GROUP results in the following error:

"AIM.OPC caused COM/OPC error 0x80070776 on IConnectionPoint.Advise ()
Error string: The object exporter specified was not found.
Additional: Could not establish data callback connection on group 'test'"

Solution:

Several changes have been made and then this problem was solved, the exact cause is not clear,

Problems where solved by checking and correcting the following items:

» Corrected the Gateway IP address on the OPC client.

« Corrected the Gateway IP address on the OPC server.

« Corrected errors in the Host table on the OPC server. (In this particular case the host name
was available, but the IP address was incorrect).

10.2.2 Tags in OPC clients show bad status, even though the blocks on the server
are healthy in I/A:

=> Possible solution: Quickfix that solves the problem described for IA 7.1 and 6.5.1 as:

"For applications using AIM*API or FOX*API, once initialization is completed, any action that
triggers an update of a connected point will correct its status and value and causes it to function
correctly thereafter.

The quickfixes are:

« QF1005113 for IA 7.1 on Unix

- QF1005118 for IA 6.5.1 on Unix

« QF1005127 for IA 6.5.1 for Windows XP

- QF1005128 for IA 7.1 for Widows XP

There may be another possible solution: the block in api does not have enough time to get
connected therefore in the aimapi.cfg add the text: "CTDLAY=200" (50 is default)

CTDLAY is defined as: "A delay in hundreds of seconds in various stages of the connection process
to ensure success”.

Troubleshooting / FAQ. Page 95 of 105



FOXBORO Foxboro I/A Series OPC Solutions
— Installation, Configuration, Troubleshooting

10.2.3 While attempting connection: RPC server not found

While trying to setup a connection between the OPC client and OPC Server you receive an error

stating: RPC server not found.

Some possible causes for this:

« No network connection available, check network cables and/or IP addresses etc.

« OPC server is not registered on this machine. The remote OPC Server must be registered in the
OPC Client PC.

10.3 Foxboro OPC I/0 Gate
The OPC I/0 Gate related stuff.

10.3.1 The I/0 Gate windows stays empty.

When the OPC I/0 Gate is started nothing appears in the screen. No servers are detected. There

can be numerous reasons for this, some of the most obvious:

« The network connection between the server and client is broken? Try to see if that is the case.
(ping works?)

« If the network is OK, it may be DCOM related. Make sure that the User Fox is enabled on the
Server. Check the DCOM settings for the Fox user.

» Check if DCOM application are set the use the defaults regarding security, and if not make
sure that you check the custom settings for that application.

- Did you put the ECB99 and corresponding ECB100's on-line?

- Did you wait long enough? It takes time for DCOM to setup communications.

 If there is no network, fix that first.

«  When using a Foxboro OPC Server: The OPCDAO/OPCHDA license has expired or was never
entered.

«  When getting data from an I/A Series system: Possibly the API server has stopped.

« The OPC Server machine name MUST be added to the APIAdmin user list and the OPC
package should be linked to that user id.

10.3.2 Get error message: "Interface not registered".

After installing the OPC I/0O gate 3.0.2 on a I/A 70 Series Windows XP machine: During startup
of the I/0 Gate (where the ECB's remain RED and with the Matrikon OPC Explorer (which
produces the following error message: "Interface not registered".

To solve this issue:

You should perform this task whenever you re-install the OPC I/0O Gate version 3.0.2 on your
Windows XP system or when you upgrade from 3.0.1 to 3.0.2.

To register the OPCproxy DLL once again:

To do this start a command window on the system that is running the OPC I/0 Gate and type:
"regsvr32 d:\opt\diw\iogates\opc\bin\opcproxy.dl1l"

Note: This may also help in a system with an /0 gate 3.0.1 on a AW70 Windows NT machine with
a OPC server 3.2 on a WinXP machine! At one customer site we had this "Interface not registered"
error and running the registry command fixed the problem.
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10.3.3 Registering the OPCProxy.dll.

For this problem see: 9.3.2 Get error message: "Interface not registered"

10.3.4 Can’t get ECB’s on-line.

You can not get the ECB's On-Line at all. One of the possible causes can be that the OPC 1/0
Gate has left the building. If the OPC 1/0 Gate is not running for any reason you can’t get the
ECB’s on-line. Run the OPC I/O Gate from the Start menu and try again.

10.3.5 ECB's in System Management repeatedly switch red/white.

The symptom is that the ECB's go on-line briefly and then go off-line (failed state) after which the
whole thing start over again. This is particularly seen on 2 Foxboro stations on different I/A Series
systems trying to connect to each other via the second Ethernet.

The reproducible cause we have found:

When both the OPC Client and the OPC Server are Foxboro systems (separate systems that is) and
both have identical Nodebus or Ethernet IP addresses (yes we are talking about the I/A Series
network side). You will have this problem. Note that the Secondary network is 100% OK in this
setup, IP addresses etc. are correct. OPC connects through this secondary interface only but still
the primary network configuration causes this problem to exist.

The workaround for this is to change the IP address (via System Definition) of one of the two
platforms.

10.3.6 None of the configured items work.

Most probably the syntax is incorrect. If the items show up in the OPC I/0 Gate window, select
the item and find out what the messages is.

Try to install an OPC Explorer from Matrikon and browse the Server. The item’s syntax should
show. Enter that string exactly as shown into the Integrated Control Configurator for the F-block
VALID field and you should be OK.

10.3.7 OPC Items do not work and group scan rate shows “0 msec”.

After starting up the I/0 Gate ,the OPC items do not show up or appear very slowly. A very
important symptom is the scan rate in the OPC I/0O Gate window for that group. This shows a
value of “0” instead of a more realistic value like “500” or “2000”. This should be investigated as
the I/0 Gate may loose communication with the Object Manager (System Management goes red
on you).

10.3.8 OPC I/0 Gate crashes after installing QF1001908.

The quickfix for the OPC I/0 gate: QF1001908 MUST NOT BE installed on Windows XP based I/A
Series stations (I/A 6.4? and higher) because this version contains newer dll files than the quickfix
provides.
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10.3.9 Blocks in the OPC I/0O Gate appear, but slowly.

Symptom: It takes very long for all blocks to appear in the OPC I/0 gate tree (they come like 10
every 30 seconds).

Most likely solution: remove incorrect VAL_ID's or incorrect references in the Aliasfile on the OPC
server. NOTE: if a C:B.P as mentioned in the aliasfile is not found in the CSA database, this will not
result in an error status in the OPC I/0 gate!!

In the PCTCFGAIM.1.0PC. log file on the OPC server, these items can be found by searching
on the text string "CSA error".

10.3.10 Only read of OPC items possible, No writes!

Symptom: All works fine, adding groups and items is not a problem and the system is responsive.
However, it is only possible to read data from the OPC Server. Generally speaking this an issue
that must be solved through ApiAdmin. The user account created there will by default allow
reads of all objects only. Use the checkboxes provided in ApiAdmin under the Security tab to
make the modifications desired.

10.3.11 When writing OPC items, all ECB's go OFF-Line.

| don't have a clue yet.

10.4 AIM*OPC Server.
The AIM*OPC related FAQ section.

10.4.1 Can’t enter a license key because OPCDAO or OPCHDA are not in list.

If you have installed the AIM*OPC Server you need to enter the license key to get it working.
On the installation CD you will find a file “aimreg.dat” This file MUST be copied to the
d:\opt\aim\bin directory on the AW.

10.4.2 No packages at all in the list when trying to enter the license.

You copied the “aimreg.dat” file to the proper location but forgot to remove the “read only”
attribute from the file. Locate the file with explorer, right click and toggle the Read-only attribute
(see picture)
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aimreg.dat Properties _'?J _"J

General |Security| Summaryl

#A |a|mreg.dat
Type of file: DAT File

Opens with: Unknown spplication Change...

Lacation: DMy Documents\opchserversiaimope

Sizer 743 bytes (743 bytes)

Sizeondisk:  4.00 KB (4.096 bytes)

Created: ‘Wednesday, June 20, 2001, 10:16:42
Modified: ‘Wednesday, June 20, 2001, 10:16:42

Accessed: Today, December 18, 2002, 11:16:43

™ Hidden Advanced...
(6] I Cancel | 2pply |

Figure 96 Remove read-only from aimreg.dat file

Attributes:

10.4.3 OPC Server does not start (does not show in systray).

Starting the AIM OPC server (through the Windows START menu) to access the configurator, does
not appear to have any effect. i.e.:the red cross does not appear in the Systray.

Symptom: After maybe up to five minutes the OPC Server/configurator may show in the Systray
after all.

A possible cause for this may be that the API server is not available (eg aimapi is not running on
the AW51).

10.4.4 Error “PSTCFG: Interface Not Supported”.

Problem: when starting the OPC client the error PSTCFG "Interface not supported"
Solution: This problem is caused by making changes to the DCOM settings on the OPC Server side.
The cause for this error can be found in the Windows Registry on the OPC Server machine.

To correct the problem: Start dcomenfg and open the properties screen for the AIM AT OPC
application, Using the clipboard copy the Program ID (example {335E7241-6B49-101B-9CA8-
9240CE2738AE}). Next start regedit and using the search function, locate that particular key. The
value of this key should be “1”. In this registry, the authenticationlevel must be set to "1". (by
doubleclicking on the authenticationlevel and entering the value "1").

10.4.5 Error: Access Violation after re-installing OPC Server 3.3.

Problem: after re-installing the AIM OPC server 3.3 and opening the AIM OPC configurator the
following error pops containing texts like "Access violation" and "PSTCFG" and a bit address.
Cause: the DCOM settings have not been configured for the AIM OPC server After the new
installtion all settings are back to the default!!
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Solution: Re-configure the DCOM settings for the OPC server.

10.5 APIAdmin tool.

Some problems encountered when using ApiAdmin for NT/XP or UNIX

10.5.1 No Servers found when invoking APIAdmin.

On Windows platform this can related to the fact that broadcast is disabled and no server aliases
are configured.

On UNIX when starting apidamin from the prompt You must start the apiadmin application from
C-shell . Doing this from the Bourne shell results in an empty Server list no matter what you have
configured!

10.6 Only read of OPC items possible, No writes!

Generally speaking this an issue that must be solved through ApiAdmin. The user account created
there will by default allow reads of all objects only. Use the checkboxes provided in ApiAdmin
under the Security tab to make the modifications desired.

10.7 Network connection setting not available after installing OPC.

Note for Windows 2000 Family (and possibly XP hosts):

Setting the Default Impersonation to Anonymous may cause Network and Dial-up connections
previously defined to be no longer visible.

Windows Explorer uses the Default Impersonation level settings to access these objects.
Anonymous access does not give the correct privileges to display these. See also Microsoft
knowledge Base Article 273461.

Another workaround: OPC clients running on Windows 2000 could can run with dcom settings:
"connect" and "identify".

10.7.1 Not all items become active.

Problem: When OPC I/0 Gate starts, not all items become active (It does NOT appear in the 1/0
Gate display).

Possible solution: Increase the scanrate of the F-blocks, note that fastest scanrate in a group is
forced on all FBLOCKS in that group.

Add (per OPC group) two dummy F-blocks as the first two blocks in that Compound and/or turn
on the Compounds one by one with 10 seconds poses.

Note that each dummy block should have its own parameter on the OPC Server. Do not point all
blocks to the same OPC item!

10.7.2 Analog values shown in the OPC I/0 Gate show “.0000”.

Symptom: in the OPC I/0 gate window an analog output value gives the value ".0000".

Solution: This does not always indicate a BAD tag. Try to modify the value of this output. This will
probably show the correct value after an update.

This can be related to an incorrect AIMAPI version.
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10.7.3 Cannot start the OPC Server Configurator.

Symptom: When trying to start the OPC Server via the executable \aim\opc\aimopcsvr.exe,
nothing happens and the error "Could not register class factories" appears.

Possible cause for this: If the Windows taskbar is hidden (in case of operator workstation
functionality on AW?70 this is likely to be the case) then the OPC server configurator can not be
started.

Solution: The OPC Server configurator can only be accessed/started by enabling the Windows
taskbar: Windows explorer>My computer>control panel> foxboro icon> and then:
(start>settings>control panel>foxboro icon, enable taskbar(Full control or something like that)
To activate this new settings, do the following (this has not been intensively tested!):

+ Killthe explorer.exe process in the taskmanager.

« Then via the taskmanager>file>new task(Run)>explorer.exe

The taskbar should now appear, and the AIMOPCSVR can now be started via the the Start
menu.

10.7.4 Initial connection fails, retry always works.

Problem: During startup of AW70 with on platform OPC server, the OPC server is started before
AIM API is started.
Probable solution: Delay the start of the OPC server process until Al and API are fully started.

10.8 FDSI FBM & OPC Driver.

10.8.1 Hey... It doesn't work.

No OPC connection is ever easy, especially not when you try to set up a particular connection for
the first time. The black-box nature of the FDSI FBM does not really improve this. Most of the
time, OPC connections fail because of the security (DCOM) settings on the Server. If you use
Windows XP SP2, then things can get really difficult.

The following things can be done to rule out the FBM:

10.8.1.1 Check the port configuration.

The first thing to check is the IP configuration, and the network. Can the FBM and Server reach
each other? (No firewalls in between?) Try to ping the FBM from the server and vice-versa:

(In this example the IP addresses from the FBM and Server are 192.168.11.25 and 192.168.11.13 respectively)
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v ELWINDDWS ) System3 2 cmd.exe

Microsoft Windows HP [Version 5.1.26881
CC>» Copyright 1785-2881 Microsoft Corp.

E:“Documents and Settings~fox>ping 192_168_141 .25

Pinging 172 _.168.11_.25 with 32 bhytes of data:

Reply From 192 _168.41.25: bytes=32 time<ims TTL=128
Reply from 192.168.11.25: bytes=32 time<ims TTL=128
Reply from 192 _168.41.25: bytes=32 time<ims TTL=128
Reply from 192 _168.11.25: bytes=32 time<ims TTL=128

Ping statistics for 122_168.11.25:

Packets: Sent = 4, Received = 4, Lost = 8 <{8x loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = Bms. Average = Bms

E:“Documents and Settings~fox>telnet 192.168.11.25_

Figure 97Ping the FBM from the server

Then, telnet to the FBM (see figure above) and try to ping the server:

v EAWINDOWS System32.cmd.exe
llelcome to the Windows CE Telnet Service on FBMZ3x

Pocket CMD v 4.18

~> ping 192.168.11.13

Pinging Host 192.168.11.13

Reply from 192.168.11.13: Echo size=32 time=2Z2ms TIL=128
Reply from 192.168.11.13: Echo size=32 time=2Z2ms TTL=128
Reply from 1922_168.11.13: Echo size=32 time=2ms TTL=128
Reply from 172_.168.11.13: Echo size=32 time=1msz TTL=128
~> exit

Connection to host lost.

E:“Documents and Settings™Foxl>_

Figure 98After telnetting to the FBM, try to ping the server back

If this works, you know that the port-configuration file was successfully downloaded, the FBM
assigned the IP address to it's network card correctly and the network is also correctly connected.
Recheck also the other information in port-config file, such as the Server's IP-address and the
CLSID. See also next tip.

10.8.1.2 Are the correct files downloaded?

If you are making changes to the Port or Device config files but the changes don't seem to help,
you might want to check to see the correct file is downloaded and active in the FBM.

Start a cmd.exe and telnet to the FBM. CD to the directory /fox/lib. In this directory, the
downloaded configuration files (XML) will appear, with their CRC's as file-names. There can be
more than one file present, as old files will not always be removed. In the example below there is
1 port-configuration file and 2 device configuration files. You can see the contents of the file with
the “type” command.

Page 102 of 105 Troubleshooting / FAQ.



Foxboro I/A Series OPC Solutions FOXBORD
Installation, Configuration, Troubleshooting —

WINDOWS",System32',cmd.exe
Welcome to the Windows CE Telnet Service on FBM23x

A33./30.-85 = 978668 DriverDownload.zip
118184 H 182568 DriverDll.dll
118184 H 59984 FoxOPCI0O.d11

11./81 .84 H 47616 OPCWinCEPS.d11
118184 H 18752 Fhmlnit.exe

11.-681 /A4 t@ip 179 version.xml

11./81 .84 H Config

B4./81 -85 H 668 FBEDC4EC.xml
A3./38.-85 H 695 B43C2797 3eml

A4./81 /85 H 242368 C24BB454.xml

Found 18 file(s>. Total size 568802 hytes.

SNFoxslibr type 98#xml
“Fox/1ibN\FBEDC4EC. xml:

(F§¥233>Rssemhly="0PCPurtLih.dll" Type= CPortLib.OPCPortCtrl™>
ort

{Main>
<IPAddress>192.168.11.25</IPAddress>
<SubnetMask>255.255 255 . 8</SubnetMask>
{DefaultGateway>192.168.11.254<{DefaultGateway’>
<OPCIPAddress>192.168.11.13<{/0PCIPAddress>
</Main>
{Backup>
<IPAddress>192.168.21.25</I1PAddress>
<SubnetMask>255.255 255 @</SubnetMask>
{DefaultGateway>192.168.21.254<{DefaultGateway’>
<OPCIPAddress>192.168.21.13<{/0PCIPAddress>
<{/Backup>
(0PCSeluelName)KOPL OPCServer<{/0PCServerMame >
a §0PC§1assID){?BZ39CED 648749698441 -4C36F?36YF263{ 0PCClassID>
sPort

“Fox/1ib\B43C2797 . xml:

(DgEice Rgsemb1y="0PCDeuiceLih.dll" Type="0PCDeviceLib.0PCDeviceCtrl" Hame="Simulation Server'>
roups
<{Group Mame="HeartheatGroup">
<ScanRate >288B< ScanRate>
<Points>
<Point Hame="Saw—toothed Waves.Int2" -»
</Points>
{/Group>
{Group Mame="groupl™>
<ScanRate >188B</ScanRate>
{Points>
<Point HName="WAUE1'>
<OPCItem>Saw—toothed Waves.Int4<{/0PCItem>
</Point>
<Point HName="RANDOML''>
<OPCItem>Randon.Real4</0PCItem>
<+Point}>
<Point HName="WAUEZ'>
{0PCItem>Triangle Waves .UInt2<{/0PCltem>
{sPoint>
<sPoints>
{/Group>
{/Groups >
<sDevicer
NFox/libr exit

Connection to host lost.

E:“Documents and Settings>fox>

Figure 99Checking the files inside the FBM

If all configurations in the Port/Device files are correct and you can ping back and forth to the
FBM, the problem is most likely NOT in the FBM.

If the ECB's are yellow/white, The OPC Diagnostic client and the DCI blocks can give some more
information on OPC items themselves.

10.8.2 FBM Not responding to commands, rebooting the FBM

The FBM OS is Windows... Sometimes it just helps rebooting the FBM, sometimes it's just plain
necessary because it does not respond to commands. Generally speaking, it is not necessary to
reboot after IP or other configuration changes.

There are three ways of rebooting the FBM:
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1. Click “Reset” on the Equipment Change page in system management.

2. If the FBM does not respond to system management anymore, you can try to Telnet to the
FBM and type “fbmreboot”

3. If you cannot telnet the fbm anymore or there is no telnet session around, you have to pull
and reseat the FBM on the baseplate.

10.8.3 Diagnostic Blocks and parameters

This chapter holds some tips and tricks that are not documented in the official documentation,
and can therefore be subject to change by development.

10.8.3.1 ECB Parameters

Both ECB blocks (ECB200/2 and ECB201) have a lot of information available on their parameters,
and it's really worth looking at them. There are some special status parameters that are not fully
documented. These parameters hold a lot of information that is visible in system management.
The parameters are 32-bit integers, and each bit has it's meaning. Here are some interesting ones,
but there are a lot more:

Port Configuration File Download Active : ECB200/2.FBM'sTS, Bit 25

Device Configuration File Download Active : ECB201.DEVSTS, Bit 28

Port ECB DCI Ready: : ECB200/2.FBM'sTS, Bit 32

Device ECB DCI Ready: : ECB200/2.DEVSTS, Bit 32

Educating Tracker (FBM233) : ECB202.MDIAG, Bit 14 (and ECB202.BDIAG)

Also have a look at ECB200's FDIAG, ECB202's MMODE and BMODE. Dissecting the
ECB200/201/202 Detailed Displays will show a lot more interesting parameters.

10.8.3.2 Diagnostic DCI Blocks

You can build DCI blocks in your CP which can interface directly to the ECB200/202 to get
interesting information on the FBM that is shown on the output parameters of the DCI blocks. To
use this, you have to build a DCI block, fill in the ECB200/202's device-id as IOM_ID (NOT
ECB201's IOM_ID as the normal I/0 points do) and use the following PNT_NO values:

WARNING: These functionalities are created for debugging purposes by development and are not documented
(yet). The drivers are still being developed at the time of this writing and this may or may not work with the
OPC driver you have.

DCI BlockType PNT_NO value Function

STRIN $FBMO_IPADDRESS IP address of FBM in Single mode or Master FBM IP
Address in redundant mode.

STRIN $FBMM_IPADDRESS IP address of FBM of Main FBM in redundant mode.

STRIN $FBMB_IPADDRESS IP address of FBM of Backup FBM in redundant mode.

RIN $FBMO_CPU_USAGE Single FBM CPU load or Redundant Pair Master's CPU

load. (0-100 %)
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DCI BlockType PNT_NO value

FOXBORO
—

Function

RIN $FBMM_CPU_USAGE Redundant pairs' Main FBM CPU load. (0-100 %)

RIN $FBMB_CPU_USAGE Redundant pairs' Backup FBM CPU load. (0-100 %)

RIN $FBMO_MEM_USAGE Single FBM Memory load or Redundant Pair Master's
Memory load. (0-100 %)

RIN $FBMM_MEM_USAGE Redundant pair's Main FBM Memory Load (0-100%)

RIN $FBMB_MEM_USAGE Redundant pair's Backup FBM Memory Load (0-100%)

BIN FBMM_OPC_ERROR Main FBM in redundant pair has not connected all
configured points correctly (yet) *

BIN FBMB_OPC_ERROR Backup FBM in redundant pair has not connected all

configured points correctly (yet) *

*This feature is under development at the time of writing. An FBM232 version of this is not available

yet.

See example block configuration:

RIN_OPC_ID:0P620AM_CPU Properties

All Standard | Supportl Connectable | Data Storesl
Mame CPE204M_CPU
Type RIM_QPC_ 10
Descrp FEM233 COPE20A-M CPU USAGE
Templatetame  |TL_BLOCK
Petiod 2[1 SEC| SEC)
Phaze 1
Loopid CPE20AM_CPU
lom_ict CPE204
Pnt_nao FFEMM_CPU_USAGE
Sei 0 [Mo linearization, output = input]
b gzin 1
hibigs o
Hscit 100
Lzcil 1]
Eil E3
=] O [Manual]
Initma 1 [&uta]
Simopt a
Rinp 0
Rocy o
Updateperiod 10000

Extended:> I ak, I Cancel Apply

Download

A

Figure 100CPU Usage Diagnostic block example
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