http://www.zonelabs.com/store/content/catalog/products/sku _list za.jsp;jsessionid=E71aQegqXmCx
XRmegD8&sIC275wsel3DrbeKBnzrhQFRZasSuPmYKP!1413425172!-

1062696903!7551!7552!NONE?dc=12bms&ctry=US &lang=en&lid=dbtopnav_zass

http://download.zonelabs.com

zonelabs tutorial met geluid in het Amerikaans. De gesproken tekst staat ook onderaan de beelden.

http://download.zonelabs.com/bin/media/flash/clientTutorial/overview.html?app=inclient&date=0&

version=6.1.744.001

Dubbelklik het net gedownloade onderdeel om de installatie te starten

#2 ZoneAlarm Installation

pukky R "
Eum Installation
Thiz program will ingtall £onedlarm on vour computer.
L oA 8 =
m A Chec k Point Itis strongly_ recol_'nmended that you exit allWindows programs
SkypeSetup(2) Sl COMPANY before running thiz Setup program.

Please select the directony where Zonedlarm files are to be

Th a n k installed.
You C:\Program Files'Zone Labs\Zonedlarm Browse...

for using
Zone Labs
products

f tvZolidManu,., T

N

. wWindows inuse

“Securnity you can Trust™

]

LCancel

zlsSetup_61...



http://www.zonelabs.com/store/content/catalog/products/sku_list_za.jsp;jsessionid=E71aQeqXmCxXRmeqD8sIC275wseI3DrbeKBnzrhQFRZasSuPmYKP!1413425172!-1062696903!7551!7552!NONE?dc=12bms&ctry=US&lang=en&lid=dbtopnav_zass
http://www.zonelabs.com/store/content/catalog/products/sku_list_za.jsp;jsessionid=E71aQeqXmCxXRmeqD8sIC275wseI3DrbeKBnzrhQFRZasSuPmYKP!1413425172!-1062696903!7551!7552!NONE?dc=12bms&ctry=US&lang=en&lid=dbtopnav_zass
http://www.zonelabs.com/store/content/catalog/products/sku_list_za.jsp;jsessionid=E71aQeqXmCxXRmeqD8sIC275wseI3DrbeKBnzrhQFRZasSuPmYKP!1413425172!-1062696903!7551!7552!NONE?dc=12bms&ctry=US&lang=en&lid=dbtopnav_zass
http://download.zonelabs.com/bin/media/flash/clientTutorial/overview.html?app=inclient&date=0&version=6.1.744.001
http://download.zonelabs.com/bin/media/flash/clientTutorial/overview.html?app=inclient&date=0&version=6.1.744.001
http://download.zonelabs.com/bin/media/flash/clientTutorial/overview.html?app=inclient&date=0&version=6.1.744.001
http://download.zonelabs.com/

Fleaze type pour name:

A Check Point
COMPANY Pleaze type pour email address [hamei@domain. com)
Our award-winning ]
product line protects
millions of PCs in:

In order to get notified about Zone Labs news or product
releazes, please fil in a valid emai address and choose the
following options:

» Global enterprises
«+ Small businesses
+ Home PCs

¥ | want to register Zonedlarm so | can
download updates.
¥ Inform me about important product and security news

our information is confidential and will not be shared. vou must
be 13 pears or older to install this product,

See our Privacy Policy

< Back 4 |

LCancel I

ZoneAlarm Installation

License Agreement

ZOME LABS, LLC. ~|
EMD USER LICEMSE AGREEMEMT a

Ho[d
A Check Point

COMPANY

| Zonealarm® Products
Award-winning
| Security Software

=
@ o
&

THIS EMD USER LICEMSE AGREEMEMT [“Agreement'])
15 A LEGAL AGREEMENT BETWEEN YOU [EITHER
O BEH&LF OF YOURSELF AS AN INDIVIDUAL OR OM
BEHALF OF AN ENTITY 45 1TS AUTHORIZED
REPRESEMTATIVE] AMD Z0OME LABS. LLC. ["Zone
Labs"). PLEASE READ THIS AGREEMENT
CAREFULLY AMND PRINT OUT A COPY FOR YOUR
RECORDS. THIS AGREEMENT SUPERSEDES
PREVIOUS YERSIONS.

B'v CHECKING THE AGREEMENT CHECKBO= BELOW .

Editors
Choice

v i accept the terms of the preceding License Agreement.i

< Back Install LCancel

L oamow

A Check Point
COMPANY

Pleasze take the time to answer these survey questions

How do pou connect to the Internet? |DSL '1

“what type of computer did you ]——]

purchasze Zonedlarm to protect? Family PC =
Choose one: =
i =

Mo

Y'es [home)

‘Yes [coporate:

All your information is kept confidential. Zone Labs does not
sell, trade or exchange your survey infarmation with any
arganization

Our award-winning
product line protects
millions of PCs in:

» Global enterprises

+ Small businesses

+ Home PCs

Iz your PC connected to other
computers by a network?

Do vou use antivirug software?

Grove instellingen

ZoneAlarm Setup

Setup iz complete. Do pau want to start
Zonedlarm now?

Mo

m License Wizard

Try Zonedlarm Pro FREE for 15 daps. With anti-zpoware,
Zonedlam Pro gives pou even stronger Intemet security. Or, simply select Zonealarm to continue instaling our
basic: PC firevall.

privacy pratection, and automatic firewall configuration,

Features Click for More Info  Select Zonedlam Pro | © Select ZoneAlam

HEW! Anti-spyware
Emiail virus protection
Identity protection

Pop-up ad blocking

e do Lo A 4
I

O

Automatic firewall configuration

Award-winning firewall J 4

\:‘ TIP: Automatic fireveall configuration immediately sets fireveall rules for you, so pau can get onling quickly and
sasiy

ﬂ

Ik weet niet of na die 15 dagen proef de 'gratis
versie' automatisch in werking treedt, zonder de
extraatjes dus. Of, dat je opnieuw moet
downloaden en installeren

m License Wizard

Choose from the following options:

& Zonedlam Pro, FREE 15-Day Trial

" Buy Zonedlam Pro fully licensed version - S pecial Savings!

ﬂ




m Configuration Wizard

&)

Welcome

Award-winning Internet Security

Welcome! This riefwizard will help you configure
a few important seftings.

What happens next?

¥ Review security seftings

v view tutarial

Click Next to continue.

Click Finish from any page to save your selections

and apply recommended setings to unviewed
pages.

——

Identity and
Protection

m Configuration Wizard

Zhe
g4

&

Join DefenseNet to Help Fight Hackers

DEFENSENET IS A
COMMUNITY OF USERS
UNITED AGAINST

Do you want to participate in the
DefenseNet community protection

-
HACKERS. network?

< 24 :

Defensehletis a comrmunity of & ¥es, ] v and share:

. semings. (e h. i

ZaneAlarm users like you who
anonymously share their program
policies with us. Armed with this
data, our expens can guickly deploy
policyto protectthe ZoneAlarm
community fram the latest spyware
and attacks.

Iwantto help the ZoneAlarm comrmunity
fight spyware and hackers

" No, thanks.

= Note:

For mare information sbout DefenseNet or about
opting out of this pragram in the future,
click hers

In force for over a year, Defensenet
has already protected ZoneAlarm
users from sighificant Internet
attacks.

4Back Nextp

m Configuration Wizard

Z[NE

Turn on SmartDefense Advisor

SMARTDEFENSE
ADVISOR HELPS YOU
MAKE SECURITY
DECISIONS.

SmartDefense Advisor automatically
updates you with the latest program

security settings to fight spyware and
other dangerous threats, making the
ZoneAlarm Pro safe and easy to use.

Which SmartDefense Advisor setting
would you like?

Configure prograrm settings automatically
whenever SmanDefense Advisor has a
recommended program setting.

Manual*

Advise me of SmanDefense Advisor
recommendations, but let re make the final
decision on program settings

off

Leave SmanDefense Advisor off,

~

These settings are created by Zone
Lahs security experts who anakhze c
data from the DefenseMet

cormmunity and other saurces to

discover breaking Intemet attacks. 5 - ”
4 *four Internet browser will be automatically configured

4 Back Next)

m Configuration Wizard

il

Protect Against Spyware

b, Turn on Anti-spyware protection?
\

: -SPYW ¥ Yes, protect my computer against
EONE LA STAN T4 ARE spyware. (recommended)
Protection beging when Zoneslarm
Pro is launched

" Your spyware signature files will be
updated.

+ Your computer will be zcanned for
SPaETE.

4Back Next Finish

m Configuration Wizard

e
<

PRIVACY CONTROL

Privacy Contral blocks pop-up and
banner ads while surfing the Web
Privacy Contral also blocks
third-party cookies that can be used
to spy on you.

Review Privacy Settings

Turn on Privacy Control and Cache
Cleaner?

[~ ¥es.Turn on Privacy. Comral,

| wantto hlock pop-up ads, banner ads and
third-party cookies.

[ Yes, turn on Cache Cleaner.

lwant to free up disk space on my computer,
Cache Cleaner keeps your computer
clutter-free by deleting the excess
files you callect while surfing the web
and using your computer,

4Back Next)»  Finish

m Configuration Wizard

Configuration Successful!

Your product is ready to protect you.
ZONEALARM PRO IS READY TO
PROTECT YOU

What happens next?
+ You may be asked to restart your computer in

orderto apply your security settings.

+ You will have the option to view a product
tutorial.

(AII settings from this wizard can be
| changed from within Zonedlarm Pra

\ ,

Click Done to exit the Wizard.

&3

To help protect your computer. Windows Firewall has blocked
some features of this program.

Windows Security Alert
\/
Do you want to keep blocking this program?

]

Hame: TrueWector Service

Publizher. Zone Labs, LLC

FEeep Blocking ] [ Unblack ] [ Lizk Me Later

‘windows Firewall has blocked thiz program from accepting connections from the
Internet ar a network. |f you recognize the program or tust the publisher, you can
unblock it. When should | unblock a program?

foneAlarm Pro Installation

! E Restart Your Computer to Finizh

The product will not be fully installed until you restart
wour computer. Before restarting, be sure to save wour
work, and close any open programs.

Click OF to restart your computer.

Computer herstarten.




De WindowsFirewall heeft blijkbaar zijn werk
gedaan en vraagt wat te doen. Kies voor
Unblock!

m License Wizard

2N

Advanced Security Status

Your Current Trial Security Stats:

Total Intrusions Blocked o Spyware found o
High-risk Intrusions Blocked 1] Spyware treated a
Fop-up &ds Blocked a Programs Secured for Intemet Access 1]
Cookies Blocked [t}

Choose one of the following to ¢continue protection:

2 Tobeginor continue pour trial, click here
OR
3 IF pou've aleady purchased Zonedlam Pro,
click here to ingert your license key.

m ZoneAlarm Pro - New Network |

2 IP Address: 10.0.0.0
i New Network Found

Type: Private Metwork Detected

ZoneAlatrn Pro has found & new connection between your computer and the Intemet or another
computer.

1) Please select a security level for this network
" Keey

& - Foruse at public or questionable access points (hotel, airport, coffee shop, ..
3 S - Allows Internet access; blocks athers fram accessing your computer
" Allow into Trusted Zone:

& w - Forfrusted, secure locations only thome, office, .
¢

- Use anly ifyou need to share files or printers with others on this netwark
2) Name this network (o

n Internet Zone:

sharing

al)

INew Metwork

2l

m ZoneAlarm Pro

z - INTERHET
TRUSTED
@ Help
Overview Status | Productinfo | Preferences
 Wisloome! Blocked Intrusions
it 0 Intusions have been blocked since install Ploan
R o rofected iy 0 of thoss have been high-ated Click here
Firewall ZoneAlsm Prol
. Firewall is
Program Mo further selupis ‘_.‘_;1 Inbound Protection up 1o date.
"Contrgly necessery — Zonekiarm = E The firewal has blocked 0 access 5
Pro will alert you if you ¥ empts %
need to make any
adustments. 5] Outhound Protection P
e how Zonedlam Fra %g 19 programz) secured for Intemet access anlarg olhat
i protecting you by ) products
viewinathe security @ Leam more

statistics 1o the right

& E-mail Protection
| hails afe is on
d 0 suspect e-mail attachments quarantined

N Anti-spyware
{2 Antispyware i on, 0 spies treated

m ZoneAlarm Pro

ZUINE

L INTERNET
TRUSTED

Overview " Preferences |

Status . Productinfo
7 Check for updates Check for Updates
Ouerview  automatioall 1o stay Check for prosuct updates i)
ahead of hackers @
asswo
Set & password o only Fassiwald
B Sef Password

securty seffings.

Select General
preferences for using
Zonelarm Pro

@I

General

Set securty 1o ke used ¥ Load Zonedlam Pro at startup
when ZoneAlarm Pro
contacts Zone Labs.

Contact with Zone Labs

‘Whenever | request info from Zane Labs Exceptions

¥ Alert me with &
v Fide iy 1P address when appiicabi

Nadat je alles hebt ingesteld is het verstandig de
instellingen te bewaren, zodat je later makkelijk
terug kunt naar diezelfde instellingen.




dlleonehiemize =l | Voor de 'verkeerde' instelling, zie de tekst onder
140013 .
het laatste plaatje.

All Systems Active
@ Help

Firewall

Wain Zones Expert
Use this tab to add Name IP Address | Site Entry Type Zone
computers and networks
o o s L okash0_ 10.000.04255.255.255.0 Network Intermet
Firewall  Blocked Zone Loopback adapter 127.00.1 IPAddress | Trusted
Nesrsiag 1000477 IPAddress | Trusted

7 Example: Put a computer
or netwark you wart to
share with into the
Trusted Zone.

Example: Put & computer
that repeatedy oings'
you intothe Blocked!
Ione

Alltratfic sources nat
listed here are inthe
Intermet Zone by default
Networks are
automaticaly added to
this list.

Entry Detail

Maine Hesrslag

Zone Trusted
Entry Type [P Address e =

IP Address /.. 10004177

o Hite Text ]

"Verkeerde' instelling voor lokale netwerk. Losse
client-pc in lokale netwerk toegevoegd aan de
vertrouwde zone.

L -

™ 2§ Zone Labs SmartDefense Advisor - Overview - Microsoft Internet Explorer,

File Edit Wew Favorites Tools Help

'\_.J @ @ ib /':_j Search \*Favorites @ E»}:v :% % ..ﬁ

Address @ http:ffFwalerts, zonelabs, comffranalyze, jspPrecord=ZLN3297 1992001 396- 10011 15a298010b851F364d007993&tab=0ver\;‘v—

Go | Links **

-~
I;I N Howw useful was this article?
w O vey O somewhat O Notatan SEEELGE
A Chack Point company
Provide more feedback r‘

SmartDefense Advisor Overview Technical Info Details Hacker ID

ST FRELRELD ZoneAlarm Pro blocked access to port 137 on your computer

who is connected

ta your machine? Mo breach in your security has occurred. Your computer is safe.

where are they

What happened?
connecting from?

ZoneAlarm Pro prevented a remote computer from connecting to port 137 on your
what program is

being used?

computer. This connection atternpt was probably legitimate traffic from the Internet or your
local netwark. If you are sharing files or printers on a local network, someone may have
tried to access your shares. If you are not sharing resources, this alert may have resulted
from a failed dornain name lookup.

Drarnain is nok accg
ACCess permission

The netwark path Get a complete
profile of vital
informmation
about active
connections to
your PC and
much more.

Should | be concerned? ® ZoneAlarm Security Alert

Mo, ZoneAIarm_F‘ro blocked the c_onnection attempt, 50 no harm Protected

computer from it. However, blocking traffic on this port can keep )

other resources with other computers on a Local Area Metwark (| The firewal has blacked Internet access to your

sharing can represent a security vulnerability if you do not pass ﬁDmP”tE' [MetBIOS Mame] from 10.0.0.8 (NetBIOS
ame|.

New connection files.

utility available

@ Done

Time: 5/30/2006 2:23:42 Pt

(e |7 7% W)

(Smartnn.fp.nsp. Advisor rﬁn




If you are sharing files on a local network, password-protect your shared files to keep them
secure. ee Windows help for instructions on how to do this.

If you are on a home or business local network, and you are receiving repeated alerts on
part 137, do the following:

2. Make sure the local computers you want to share files with, or your entire local
hietwork, have been added to the Trusted Zone.

to suppress the alert box,

see fonedlarm Pro anline help for instructions on how to perform these steps.

Ahh, de computers in mijn lokale netwerk moeten dus aan de vertrouwde zone worden
toegewezen!!

Problemen met programma's
ﬂ ZonelAlarm

1 EH= PROGRAMS
= All Systems Active
€ Help
Program Control Main ——
) These are the programs Access Server A
Overview  hot have tried to access Programe & Trusted Intermet’ Trusted Imtermet
th; ""tEL”EtI ar Imilh " T epplication Layer G... P ? ? ?
i nietweark, along we e T
Fswl permissions they were ‘E Automatic Updates ? ? T T
Program  Oiven. T cliert Server Runti.. | P ? T 7
Control |
o Change program Gl Lraghy ? ? ? ?
Mnmilt-mr'us permizzions by left T visk Defragmerter .. | P ? ? ?
onitoring P T
E"Ckmq,t.he iy j Disk Defragmenter ... ? ? X X
E-mail 'check"icons. = =
Protection j Genetic Host Proce... | Jf J o X
ACCEE t'ﬂ‘llﬂgs EI‘ j Image Mastering AP ? ? ? ?
Alerts & Logs  Program to actively =
retrieve information an @ Irternet Explorer J J J X
the Internet or network. * IFan i 2 2 X X
Server: Allowws a program #% Logon Screen Saver ] X x X X
to passively listen tor T Lsa shell (Bxpart v J ? ?
unzalicited contact from j :
MOD3Z Kernel Servi.. P ? ? ?
the Internet ar network. P = = :
Yery fevy programs |_] RunaDLL asan App | of N J ?
requirs server rights. 1 services and Cortr... | of o ? ?
Send Mail Allows a 71 spooler SubSystem...| P ? ? ? v
program to send and
i -zl
receive e-mai Entry Detail
Product name microsoft@ywindows® Operating System
File marme CAMMDOWES sy stem3Naly exe
Last policy update Mot applicable Add
Wersion 5126002480 (xpep_sp2 rim.040303-2158)
Last modified date 55472004 14:00:00
Fila civa A2 WA V
{1
: here to upgrade netlarm Pro.




Het kan voorkomen dat de instellingen voor een programma niet (meer) deugen.
De toegang tot de programma-instellingen krijgt u door aan de linkerkant te kiezen voor "Program
Control". Program Control heeft twee tabbladen, Main en Programs. De tabbladen zitten
rechtsboven. Kies voor Programs.
Ga in de lijst met programs op zoek naar het programma waarmee moeilijkheden zijn. Klik die aan
en lees onder het vak met de programma's de zgn. Entry Detail even na of je eerste indruk klopte.
Zo0 ja, dan kun je nu de toegang beter gaan regelen. Dit doe je door op de rij van het gekozen
programma in de juiste kolom te klikken
% Hel

Program Control Main Proarams

These are the programs Access Server

that have tried to access Crograms A Trusted Intermet Trusted Internet

the Internet o locsl T Application Layver Gatewway Service ? ? ? ?

network, along with the %

permissions they were "h Auvtomstic Updstes ? ? ? ?

given. _j Client Server Runtime Process ? ? ? ?

Change program [ CTF Loader 7 ? ? ?

permissions by left T Disk Defragmenter Module ? ? ? ?

clicking the X, 7 and "

i el 1 pizk Defragmenter MTFS Module ? ? x x

_ﬂ Generic Host Process for Win32 Servi... o o o x

AcCess! tA"D;t\fS EII ] mage Mastering &R ? ? ? ?

program to actively

retrieve information on i8j Irternet Explorer J J J X

the Internet or netvwaork. A Irfaniew 7 ? X X

Server: Allowws a program #% Logen Sereen Saver x X X x

to passively listen for T Lsa Shell (Export Wersion) " J ? ?

unzolicited cortact from ;

the Internet ar network. 'j e ek e ? s J Pc"CI?\' ?

wery few progrgrpﬂs |_] Run -a DLL &= an App o ~ X Block ?

require server rights. 1 services and Controller app N Ao i ?

Send Mail: Allows & T sposler SubSystem App ? - ?

program to send and

receive e-mail. Entry Detail

Er zijn drie mogelijkheden:

® Allow — Toestaan

® Block — Blokkeren

® Ask — Navragen
Voor bijv. de updates van een virusscanner zou een zinnige instelling zijn om over de eerste drie
kolommen toe te staan en alleen de laatste kolom (server) te blokkeren.
Probeer dan eens hoe het met de nieuwe instellingen werkt. U weet nu hoe het aangepast kan
worden. In geval van twijfel kan ook altijd nog gekozen worden voor een meer handmatige
instelling waarbij u per keer kunt beslissen. Dat is de instelling Navragen, die met het blauwe
vraagteken. Experimenteer daar dan mee totdat u weet hoe de definitieve instelling moet zijn.
N.B.: In de Engelst tekst hierboven staat over de categorie (kolom) Server: Een programma wordt
toegestaan passief te luisteren naar alle inkomende verbindingen van het internet of netwerk. Er zijn
heel weinig programma's die serverrechten nodig hebben.
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